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1. M8

1.1. 2

Parani-MSP10002 =2&&5A HHIE 10/100 Mbps OIHY! UWESIAZ HAS=O MELe
=22 A

SEA WHA ZOAEQYLICH Parani-MSP10002 MIZ S0 Tt 7, 14 £ = 28712

g XN&otd, EREA 2.0+EDR < MI(Specification) 0fl t2t 3Mbps2 X 2l € (Throughput)t Xl
K& ELICH Parani-MSP10002 Jl& CHOIE CSHHILLE AMEGHO 150m, THXI CHHILIE AtE5HN
IKmItXIel S&HelE Kot 2L 1 EFFA FHIYLICHL Parani-MSP10002 Alelg
L E(SPP), LAN Access over PPP(LAP), Dial-up Networking(DUN), Personal Area Networking (PAN),
FTPE 22 UYe EFFA ZZ2MYS NJELICH

Parani-MSP10002 OIOIE S¢& Bots 2IFdte ASL SEZzIYUH AEE = UES

IOlE 2353E <@oil SSLv2, SSLv3, TLSvl, SSHvliidt SSHvw2SZ XI2&LICL Parani-

MSP10002 = JotXl %42 COIOIH &S0l OIFX= AE LX6HI <ot IP =4 J|gh ZEHY

JIs0l ME2ELUCL = OolH4Y HZFO0l ZOHMET AFEXDF OlHY S¢Z0l SHRDX 2D AL

MEE = JAEE FE 0IHY HE <2b{(Dual Ethernet Fail-over) Jl SS MZS&LICH

AT Al2lg ZEE 0|Ecte MEA SEZZ NS TG0 AIE2E = JUZE I fdH,
O

Windows/Linux&2 COM/TTY portredirector T2 1&g 22 M3&L

]

Parani-MSP10002 2 HICIE 2lsA AIAE DJ|Ete] X0 CHEHONAM S8&He  Python

AJEE AdXg XJELICL DM, Ar2Xt= Python2 01200 AMEXIE 2RZ ot=

Jlsg XNAoEE ML AMSE £ USLICH AHEX= Parani-MSP10000lA  XIB6t=

2MB 3J|2 AKX 32ZHUser space)lil AIEXIJt OHE Python AJEEE AXIAIH AlEHE 4
ASLICH.

[l

|,Ot

S

re

MEXIt Telnet, SSH, Alelg 25 ZE L= & 2QHHOIASH 22 CYs YBO=Z Parani-
MSP10003t HZ5H0] AIAE AEl ZEAl (System Status), BRI & 20| E(Firmware Upgrade),
HAZ W& X(Remote Reset)lt A|AE Z7) HEAl(System Log)S2 &S & = UESF, Parani-

MSP10002 2&et J|IsE 2A&E ALY 22l JIsE MUt

Parani-MSP10000| €882 2 HELH e 20 S 5L

- Y XSE

- R4 gd Usst

- R4 AUHEOH AlIE 22l(POS: Point of Sale)
- 24 ol
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1.2. W3IX M3 2AE

- DC Power Adapter
- Quick Start Guide
-RS232 Al2lg
- oldy A=A AHoI=2
- Ctol= oHHILE

- Serial/lP Com Port Redirector,

ZZ A0I=

1.3. Product Specification

ATEO0L H=2S ZSE CD-ROM

ZEEZ0] et W54 E012

Parani-MSP1000

Ol eIEmolA

RJ45 Ethernet HHEIS

& =St 0/= 10/100 Base-T Ethernet

EREA QIHHIOIA

18 2 RS IP =4 XA
Bluetooth v2.0 + EDR

Class 1

Level: 17dBm

F1t==: 2.4GHz

I 2042 Serial Port, LAN access over PPP, PAN, Dial up Networking

sS4l Jts A2l
DAT-GO1R Antenna - Stub(Dafault) Antenna
DAT-GO1R Antenna - DAT-GO1R Antenna
DAT-GO1R Antenna - DAT5-G01R Antenna
DAT-GO1R Antenna - PAT-GO1R Antenna
DAT5-GO1R Antenna- DAT5-GO1R Antenna
DAT5-GO1R Antenna- PAT-GO1R Antenna
PAT-GO1R Antenna - PAT-GO1R Antenna

150m
200m
300m
500m
400m
600m
1000m

Point to multi point
connectivity

MSP1000A:7 S2&A o1
MSP1000B : 14 ERSA o1
MSP1000C : E2&A o1

=T T —

HER3 Z2ES

IPv4, ICMP, ARP, TCP, HTTP, Telnet, TFTP,
SSH, https, SSL, TLS, DNS,
SCP, Syslog, NTP.

Web, Telnet, SSH, Serial Console
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&lEt LED Power, Status, Ethernet0, Ethernetl
Signal Strength, No of Connections
&R K& & s5vDC
e M8 A0 oF 1.2A@ 5VDC

Hel
TZE AC-Z2{1 DCOIEH

.
Sy

SIE O SIEHOIA

LAN 10/100 x 2
W& a2 Jls
Ol Y/RS232C COM A&

HE2C:0~50C
B225:30~85°C
= $: 90% Non-condensing

MEXI= (LXWxH)
203 x 170 x 44 (mm)
7.99 x 6.69 x1.73 (in.)

2
MSP1000A : 1414g
MSP1000B : 14329
MSP1000C : 14689

O

FCC, CE, MIC, Telec

M port redirector
E%Ioi

Serial/lP

o 1B~ 0 [E

114 |I:I

23 Ol

3

[y

=9 *:

EZEA v202 AFH J|s2 XIYELICH AFH J|s2 0|0 ¢ZE WiFi Y2 A26IX &1
U8 LS MEEH2ZEM WiFigt 2R5A FHEFHIE A0 282 =0l=0 O0ISELICL
JdzL, AFHIE WiFiQt EFFAJ =380 W SHGIES ol s 22 oL
AFHE ©X &5 21€9 Jis4d8 £ =2LICL &XM 24 ANAH s Helu o2
EHFQI FHEFY 2ED LS CHYs #F 2019 HEs WIHZEZE, AEXII 46 AAHS

A

SZ0t)] M0l MO 2MOIIE 2

StHl =JELICH

10
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2. Al &3t

2.1. 22

CF Pon

Paower | Status [ EthernetD / Ethernetl

Mo of Connections

No of Connections

Power
Input

Factory
Resel Bulton

Console
Interface

2.2.LED XIAIE

Signal Strength

Mo of Connections

Mo of Conneclions

Ethernet
Interface

& 2-1 Parani-MSP1000 /&

Parani-MSP10000l= AEHE HAISt= G2H2l LED XIAIS0l USLICH. Table 2-12
LED XIAISS Jlsg EWSLICH
H 2-1LED XNAIE
Lamps Function
oy — = X+ ol2 Ho ™NOdSH
Ethernet Ethernet 0 Ethernet0 ZE Nl S&0| US 2R FLDSLICH
Ethernet 1 Ethernetl ZE0H S&0| AS AL HBSLICL
. S Parani-MSP10000i HZ T A= ST|FA HES AS
Signal Strength | oy 2 " 51 1.
Bluetooth — -
No of S Parani-MSP10000I HZEZ 0N A= EF]FFEA NEQ =5
Connections HAIEHLICH
Status AMAEO0 SHGtD AHE EHIDF AN sMo0z HSELIC
System
Power M0 S SEHH sMoz HSELICL

11
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2.3.0IEHIO A2

2 HlMe =I AE/EXE A8 X0l Parani-MSP10002 i Zols 20 CHoll & HEHLICH.
- Parani-MSP10000f Mg HZ&HLIChL
- Parani-MSP10002 Ethernet UIER A0 HZ&LICH

23183 HA

&2 JHO0I=2 Parani-MSP10000l HZ§LICH MA0l H&H

Moz HSELICL

|0

Z =5, [Power] XIAISOl =

—

1& 2-2 Parani-MSP1000 & & 9%Z

232 UERT 9&

il
o

ZELICH Ch 22 olgy
HES N HZBZNH AUCNO0F SLICL AHOI=S0l FMAFZo=z HHEE HSL Parani- MSP10001t
OlYl WESRKI2S HZHEA=E TS 20 UEFELICH
- [Eth0] LED XIAIE2

=
=

OIY JH0I22 8% 22 Parani-MSP10002| [Eth0] EZE0 HZE
o

HSSHA ZEHEIEAM Ol A2 S48 HRE LEHELUICH

12
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& 2-3 Parani-MSP1000 L/ER/F F0/E HZ

Bz Hd3¥g 98 2 ItX gEHeE HM3EL

24 &8
Parani-MSP10002 M=

e RS232 Al2Ig 2&
HMES UWEHIN HZo) HolLt UWERID HE0l Sitse

=2 B 20| Parani-MSP1000=
AH, HE WX M35 = RS232 Serial Console CableE2 A

230 A2l 252

R M

o JAH IS
2FAXUA Ois 7= LA CIHHOAS Soil YotIIE ‘ote MBXs 24U =
SSH Z210|9IE T2 8S S5 Parani-MSP100022 ZLI(ZE 23) 0|L} SSH(EE 22)=
OIZ25t0 &g &+ UASLICH Uix 7S 24 ASX HHoA=E XJ| £F2 A% MEE
Jlse HSB&ELICH

9] : Parani-MSP1000=2 SSH v28+ X/ & &tLICH AFEAE SSH v2E K& 5l SSH E2t0/9E
ZZ I8 = AIZ0l0F ELICH

o ¥ OIHHOIA
2 HZlRMZ Parani-MSP10002 &3dGtel= &2 AI2X=  Internet Explorer, Firefox
Z g SectRMEZE Parani-MSP10000 HZE £ USLICH & CIEHHIOl
7 Ts gAo AMSX AUHHOIAE MIBELICH K8, Parani-
J

s €8¢ = USLICH

ol Q|

=

0

Navigatorzt2 &gt
A= AFESHI A

MSP10002t 2t#st 2=

I

13
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2.41.RS232 Aic|g HZ= St €3

1) 2= A0IE9 & EZ Parani-MSP10009 @& ZEW HZELILCH

18 2-4 Parani-MSP1000 A/2/g 2% F0/8 AZ

2) 2 oIS UE X% 8 AMEX ZFRHEL Alclg ZE0 AZSLICH
3) Hyper Terminal 22 HOIE Z2IHES ASLICL O3 200 HOE =239

Aelg 838 NEEUL
9600 Baud rate

Data bits 8

Parity None

Stop bits 1

B No flow control
4) [ENTER] 2|12 SELICH
5) ASX 018 HARKSE L ELICHL & =018 83

Login: root Password: root

ro

CtS0t 2&LICH

6) AMEXE=E 2192 0 CLI(Command Line Interface) A CI2&EH Shell YEHE AIEE
= USLICH CLI AFES 0l 2t THMIE LIS 2 10. CLI CHHME ZXSHAIDI HHELICH

7) editconf HHEOUHE LHotH Ot 22 HAE HE 7S 2Ao CHHOAZR
SOOHA ELICH

[ root @/SP1000 /] # editconf

Wl come to MSP1000 configuration page

14



sa: CHpsEN

o, O 1. Network Configurations «&ist

8) HMEBQ IP F=AE SIS <ldh, HEid =
Ethernet 0 S&E2=2 XHELICL UWERKZA &Z0 2LHAM Network ConfigurationS
AXGHO0F ELICH UWESRZ 30l ZEEHH ME8Xe €@Ul/SSH HZ0ILE & Bt HE

o B0l 2 =+ USLICL

£ 235t [Enter] 1S =21 Parani-MSP1000 Iiet0lE & &5t IS
S HESLICH 2 SHUA StEW =40 et 228 IietllHS 8FELICH

I
ton
o e
=2
x
2
ar
[
ol

=9 editconf Olm ZZ2JZ0A LIJIJ] &0 save 2 applyZ &= & &ofof &L/t 2R It
CHOIHES HMEQ HIzgde HRel g9oz MAEELUCHL d2iL, AEXDF Hi=HA save &

Yo FNAlE &0 HEEX FSLICL Jelil, apply &0/ & =00k HEE
| HEELICH

=2
=
X

1=
/\-IO-IO
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piRg S8 83

A 2£2 ME0 E26t4H Parani-MSP1000°| IP F=AE Z0L0F &LICL ParaniMSP10002|
ZI| IP FAE 192.168.161.5 LLICH. LS AFZXIF MBS IP TAE LA AISXeE &4/
SSH T2 s 0l8otiiLt & EctRME 0I856t0 E2E £ USLICH =I| AEX 0183

HARAEE= AMelg 225 AHHOoIA} DHEIIXNZ OS 28U L

alo

root : root

1) &Y /SSH &2

gl / SSH 2l mIoIAN &E2o6t) A% HEES Alelgd 20 E2ots nEL o
LXELICH s 7S A9 AISXH AHHOIAZ SOHIAY 2410 A= LE 50M UE

8)MXIE [Wetor LICH

28 "2

[

Parani-MSP10002 HTTP2t HTTPS (HTTP over SSL) Z2&== XI& & LICH

Parani ™ MsP1000 SENA

£) Bluetooth’

Bluetooth Access Point

User authentication required. Login please.

User ID: root

Password: wxEE

login |

78/ 2-5 Paran-MSP1000 & &g2/° £79 3t

16



-tL cChipsen

MsP1000

Bluetooth Access Point

SENA

@ Bluetooth’

Network
IP configuration
TCP service configuration
IP filtering configuration
Bluetooth
Serial Port Profile
CF card
System administration
System status & log
System statistics

Apply changes

IP configuration

Ethernet O (eth0) configuration
@ staticlP O DHCP

1P 3ddress 192,188.11.30
266.256.0.0
(AL
168.126.53.1

Subnetmask

Gateway
Primary DNS
Secondary DNS 166,126,682

Ethernet 1 (ethl) configuration

Savetoflash | [ Save &apply ] [ Cancel

718 2-6Parani-MSP1000 & 22/ st5

8 2-62 Parani-MSP1000 & 22| CIHHOIANM =21 =0l EAIE SFHYLICL 3tH &
ZOol Ois HOF ASUICHL His Hils 2 &3 s OS5S ZELIC. fisHoA &2 d
BIGHH 2t2tol a9 e S0 =8 RH=S0 =85 U2 FASEUL. RPH=E H=6
o des 20 ot d¥PEHsSS HIEYE £ U= FHO0l LIEELCL 22 SEUAM
[Save to flash], [Save & apply] 2t [Cancel] HEOl HIZBELICL && H=5= HAS = [Save] E
SEigior B =0l HIFEA M2z MEELICH

MEX= HEE WEZ2 XN=25ta™ [Apply changes]S «EHoHOF &LICH Ol% Bt M Ot
Ol Y_SLICH. AFS XL [Apply changes]E S &G0 HAE HFBI4-Z0| Parani-MSP1000 & FO0fl
BFHELICH AFEXH= [Save & apply]E HEGI0 HAE &HS HEGILD HESt= X2 SAHB
g = AsLICH

QHoF ALS XA HAE AP S22 MESHIE RSk E2 & [CancellE &EiE =
UASLICH ZE BHE WSS FHAEHD HE HE A HsS=2 sI=ELUCh 010l MEEIAL
HZE HE U882 FHADX 2SLICH

243.2FFA 24 HZEs S& 43

Parani-MSP10002 2854 HZE Soil M3 &3 QHHOIAZ FIols YHAA otUZR
PAN (Personal Area Network) Z2It2 MUIASE HM3ELICH AIEXDIF ZRED ERFA S
SBXE AFD U2H MEX=E SREA HBS MESIH MES =) 432 & &+ USLICH
ChtS2 EXE =¥ gLt

17
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1) It¥ HHHEE Parani-MSP10000 23t AIR. OIHY! HOI2E Parani-MSP1000 OfLt
AMEX ZFEHO HZ3HX OHYAlIR.

2) =SREA ZAI AZEYHE 0/E25t0d Parani-MSP1000S 23St £ [Network Access
Point] Z2EZ2S AE0IH U0 AZGHAAR.

=1
3 FHMFHCZ HZLUSS Qe = AMEX BFE IP FAE =elotdA
=
=

2.

Parani-MSP10002 DHCP A H W&ot AsLICL 122, 2cH0lHE Z=EO
10.0.0.x IP FAE W ELICH. PANOIA Parani-MSP10002| =J| IP =A== 10.0.0.1 LU
Ct.

4) @ EcdMUL YW Z2J#E 0lEotd IP =4 10.0.0.12Z Parani- MSP10000 &2&
ol 2EHAR

5 R4 ¢&=Z2 MS £¥2 g = AsUl

18
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3. UENT &F
3.1.1p 23

3.1.1. Ethernet 0 (eth0) &H

ALZTHel WER/ZD &30AM Parani-MSP1000E AtE6tH® |&8 IP =40 EQELICHL IP
FaJb EZHIEX @EE R, ALY 2eXN0H 22610 Parani-MSP1000S ?I8 =S8 IP
FAE Y gsUbt. UERIN Parani-MSP1000S Zotai®, 1URe IP FAI0F AAHOE
stlt= MtAS B4olioF ELICH

Parani-MSP1000 IP =4 &3 Al, AIEX= G20 &

dEig 4= ASLICH

o

204

lo
ro
o
'
[
Hu
Hn
1
O
10
ij
.
i

e Static IP
e DHCP (Dynamic Host Configuration Protocol)

STATIC IP 2E2 &5

Parani-MSP10002 =J| JIZ3E 192.168.161.52] IP =AZ 3=
= =52 20sLL. O8 3-12 AEX IP

USLICH E 3-12 2042 22 IP 2201 e 85
X

& HAG A8 AH & JIg GUE E0SLICHL

=o

1
o
re

H 31IP 4& H=+
Static IP IP_address
Subnet mask
Default gateway

Primary DNS/ Secondary DNS
DHCP Primary DNS/ Secondary DNS (Optional)

IP configuration

Ethernet O {eth0) configuration
@ staticlP O DHCP

IP address 192.168.11.30
Subnetmask  255.255.0.0
Gateway 192.168.1.1
Primary DNS | 1B8.126.63.1
Secondary DNS | 168.126.63.2

Ethernet 1 {eth1) configuration

[ Save o flash ] [ Save & apply ] [Cancel]

Jg 311Pp £&

19
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3.1.1.1. Static IP =4 AFESHII

AZXIO Static IP FAE AIE2E Z 2, Parani-MSP10002| IP =49 2t8E 2E &8 HLKE
0= IP =24, Subnet mask, Gateway?l DNS serverSO0|

+=Z2& X&oioF SLICHL Olefgt #
UASLICH 0l ZOME 012 20 Xt TS A YLICH

Z£9: Parani-MSP1000 =2 A/A &80/ AIZE I} £&& 20| et HERYIE =713 gLl

e |P address
Static IP= DEEOIHAM FIREQ AE BS99 dgs gL 0 s ZFEM 2E€D0
HESRZR &2 <X Ct. 2dFEHe= 0l2dst IP FAE AIESHH UHESRZA

= (o] =2
e -/ =2

HUM &5 AZESHD stg = USLICH MetM, d8E 1P FAs UERKZA S#30AM
(=)

%
o
I
0
Hu
’_
P
Q'E
k)
3
fol
:O£
S
=
©
c
o

XX &4/°] F4£& ISP (Internet Service Provider) 7F i & &1 Al

LIC}. Parani-MSP1000E2 & &5/ 5 ZR0 L2 CIEH S 1t

ng

10.
ZElClE B0AH AtS(Private) =4
dE Sof H0IEHE FO 22 =+ 00t 5t0, 0/ FL L&8t Zo IP FAE

EEOOF BILICL B0 P FiAE 2HFOZ XY ISPERE 225 YUE = ASLICH

Ofly

e Subnet mask

NEdg 22 Xel® X, & 228 = =28 LAN il UAs 2RE UERIA SAEES

SELC UWERKZAE S LJl= 20l }= E, Parani-MSP10002 IH3! 0l XI&ESH TCP/IP

SAED Z2ZZ UHERZA 90l U=l HAEY 0tA3E Soil &&Lt. =4It Parani-
AN UCHH, SelHQ F=2A(Physical address)E SollAd &HE

MSP10003t =8t UERKZ=A
GIZELICH DBX 29 =

e Default gateway

HOIERIOl= CE UERKIAN S0Il= &7 d9g€=2 o= UWERIA FBYLICL YeRo=2
UHERA WUAM E£= XS ISPHA EcHZES HOct=s ZREE AOEHO ==UIch 22
UHERT &8 %o SAEQ S46H| A= Parani-MSP10000| JI2 HOIEHOl ZFREH2
IP =45 Z0t0F SLICL AHOIES P =201 et Z&st 2= UWERKZ 2cl ol
AR,

OlI

= |
[

e Primary and Secondary DNS
MEXIE EF FAOIEE Y=2otdX ofH, Z2FH= HA0IES HEE IP =40 6t DNS
(Domain Name System) MHOIH 212, 10 &2 0150 & MHO E=&LICH DNS= eleHY
SOe dYys Alg == YAYUO. =0 W2 senacomit 22
A2t =XE g8 42 0|80 LEECSZ H JIYot)|oF O gsLIC. DNS M=
Jdejst "glAE Dol SOl WS TCPIPO HZSHI| fIo =Xt IP A2 HEAAF=

rl
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== CRIPSEN

SAE QLICH

Parani-MSP10002| DNS J|sS ASotH® T U2 SAEN HXHE &= JAZE 0| DNS
HA2 IP A2 HF06 0 &LICH. Parani-MSP10002 Primary DNS server2t Secondary DNS
server 22 DNS AMHS IP =4S &ZFot= Y-S HMBELICH Secondary DNS MBE{= Primary

DNS MHE AIEZ += S M ArSstI| <ol XIE&LICH

L

3.1.1.2. Dynamic Host Configuration Protocol (DHCP) AIE31JI

S SAE 843 S4&l 7F(Dynamic Host Configuration Protocol - DHCP)2 WIESR 3 22| XJt IP
=29 g8 9 UHEHIANAN 5L 22lot UssE = UM st S& Z2ESALIL
DHCP= UIERIZ Z2IXIt IP FAE SHEUWAM 2S5t ZHHSHESE &6t Z2FEIE O2
HESRZ /X0 22410 & 32 MEZ2 IP =42 U2z d8YESs LIth

Static IP 2E2| 32, IP FAs 2 FRHN =522 LAL0OF SULCL Y BFREHI OE
HESZR f/IXg 0lSdtle 22, ME& IP =401 BtEA Y500t ELICH IP =2t DHCP

SEUM ZEHS IP FA, MEUW DHAE, JNOIERO, DNS MHE Zgote 28 Bt
UHso=2 SAHFHELICH. DHCP= 229 IP FADF stLtel ZHEHN ot a8t A2t =
“HOi(lease)” MES MESELICL IP = =) =

Asez HFEHMH IP =4It ASd= ZS DHCP Z2C20IgE ZFRH= 0l BEE
= AIBHLIC

DHCPE AME0olEE HAFIAUS AL, Parani-MSP10002 AIAEO0| AIZE WMOICH UWERKZA &l
DHCP R&EsS LEELULLO. DHCP AHe Sgil= 1P =AE HIRIIH ANEYW 0OtA3,
HOIESIOl =4, DNS A & “CHO” AlZ2H0l Z&tE 0 USLICL Parani-MSP10002 = Al 0 &
FBE A Hi22lol MEELICH “CHo"It 2tE2Ele E <2, Parani-MSP10002 DHCP AMHZ5H
“CHOI" Al2tS] RS QESILICH DHCP NHII &S &

S IP =22 SHE £ USLICL DHCP MBI THH

MSP10002 DHCP MHZ2RH M2 IP =2 2F EXE

c

FO DHCP ZE0jA DNS AHE Zgset 25 [H/EQYFT 22 Parani-MSP1000 5 SO =2

gFZ LI

DHCP MH= UWIERZ 22Xt 22l5td U= IP T2 20N IP FAE SH2Z 2EELICH
Ol= DHCP 220l E, HlE S0 Parani-MSP0000| ==& [HOIC CHE IP g

DHCP MHOAM 1P F=AE OGASIH AMEXIL MEAN 2ZE Parani-MSP1000 FAE &4
elalgt = UAEE ZFoH0F &LICHL DHCP UIERKINA IP F=AE Mot 22lX= Parani-
C|

MSP10002 ottt f=201 Us ¥ AEIH0 A= Parani-MSP10002) MAC FAE 2 0LOk
SFLICH
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m= CAIPSEN

3.1.2. Ethernet 1 (eth1) &3

-
$0

>
-
o

Parani-MSP10002 S JHel OIHY! EZEE It
[Bridged with ethQ] Lt [Bridged with pan0]2 & & &

ABTtE SEM 0G4 (eth)S

_I_]
AL
=

20
oy L
C
o

e Bridged with ethO
ethl2 eth02t WESRT E2lX2 HZELICH etho2 2l A0 AIHE AR UM d=2=2
SEELICH eth0ll HZ0l Z0XIH Parani-MSP10002 ethOli&l eth122 IHAIES SYLICL
0l & 22E0lA, eth1i2 IP == eth0llA ZSEE IP FALYLICH ethOlA ethli2=Zz
HEOILE ethlOIM eth0Z &0l LY M, 0I2401 TCP M&0= O3 H&= 0IXX
S 0t0F &LICH

e Bridged with pan0
ethl2 Personal Area Network(pan0)E <8t UWIERID QHHOIA HESRKIZA EZXZ
HAZELICt Parani-MSP10002 ethl2 S5t HEE 2= SAEE SFFA ZZIHY(PAN,
C

. =, ehtlS Soll Parani-MSP10001t HAZ &

AFZXOF MSP1000S DSL ctololl HZ5tHLE DHCP 23S MSE 32,
IP =400 HAZH ELUICH 0l4st HEE IP FA0 st FEE &
022 LLICH S8 22X Telnet S2 A= 2£042 Sol 1 &
IP =401 HAZASH S YHE I HESLICHL

S& DNS AMHlAE Q0N 38 2HES ohZot)| fIst Z2E20I0{, 0l2] ISP E£&=

N HSBELICH S& DNS ANHIAZE ASSOZM, AIBXs IP =49 HAN A2ei0 SH
DNS MH 0l SS5& SAE 0152 Soil MSP1000 0l & =+ USLICL

2 HIM o2 MSP10002 Dynamic DNS Network Services(www.dyndns.org) Al H35tD U= SH
DNS MHIARHS XIRAELICH, JIEt S& DNS AUlA HMIYXe 23 Us 2HME2

K 2A0 HASHAIDl BHEFLICH

ol

Ol S
Dynamic DNS Network Services Members NICOl 219! &t £ MZ& =& DNS SAE &
Fotg &= UsLICh
DNS 2% Hw0 A, & DNS MHIADL DISGtEE & =, AAEX= S5& Domain name,
User name a% PasswordE 2 oliOF &LICH £& BE AIgE HES =, MEXN= Domain

name 22 AIE0ol0d MSP10000i &8 £ USLICH

>

omn
J2ouworr
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== CHIpSEN
Dynamic DNS configuration

Dynarnic DMNS Disable
Darmnain narne

Usar name

Password

Confirm password

Save to flash ] [ Save & apply ] [Cance\]

& 32 &% DNS &%

3.3.SMTP & &

+=0t3 AL FHIQ 210 HAIXD ZME 2 MSP1000 2

AMAE 20 HAIXIDE S i3 &
Email S2E Soll 01 22 X0H 2 & = UASLICH 012 fANM=E, F&EE SMTP AlH <
HF0l S2ELICL MSP1000 2 TSt 22 3JHAl SMTP AMH |EE XIgLICH

® POP before SMTP
® SMTP without authentication

® SMTP with authentication

SMTP configuration

SMTP server | Enahle «

SMTP server name [smitp. vaurcompany. con
Device mail address iuser@’ynurmmpan}f‘cn

| SMTP with authentication ~|

SMTP mode
SMTP user name user
SMTP password LTI

Confirm SMTP password sses|

Save to flash Save & apply Cancel
& 3-3SMTP & &

L

34.1p 2HE £3F

Parani-MSP10002 IP =& JIgt ZHE S Soid 2§l = SAE9 F¥ZE %S

rr

USLICH AFEX
- 0l SAESX Parani-MSP10002| & AHIAO
E3 IP F4AE JH& © oL SAEDO| Parani-MSP10002| oY ABIA0 E2E

T s

o]
BA
o
=2o= =
A

et &8 «=8E822ZM UsS £
S

d 15k
[

1

1>



== CHIpSEN

UL,
S UE/KIN Y= SAERHl Parani-MSP10002 Y MHIAN H2E = ULL
- 25 SAED} Parani-MSP10002] Y MHIAN EZ2E = QUCH
IP ZE/2Z2 Telnet, SSH, Web ServerLt Al2IZ2 ZE IZZMY AHES2Z22 F2E MO =
AL, 2dsotHLE HI2datE = ASLICL S& EotAl IP 2HE A20=s OIRXE 5N
UK EsLCH (BEE ZSAEWNAM Parani-MSP10002] ZE AMHIA 2 Al2lE ZE E20I
Jtsguth)
IP ZEHE &3 &2 2 g2 Q0= sl &sUh
® Interface
Ol HESRZ QAEMHOIAS Sl AR0UM SH2= W20l ol 1P 2HE RS HEEU
Ct. ethOLt pan0 & otLtZ &FELICH
® Optiont IP address/mask
IP Z2EHE RES H8E UEAIYY ST SAE HRAE NFEULL MAEXRE IP =&
ot MEU DIAEE 26l S& SAEL SAE 11EES Parani-MSP10000 E2E =+
UEE L = UsLT. FH SAES AEXIE Parani-MSP10000 E2otei® &A
SAES P FAIF NEE NEY A0 Z=MoioF SLICL S8 sAERH F2E = U
EE otdd, IP =40 S SAE IP 4% MEUW0 255.255.255.2555 &6t
Option2 NormalE &EoiOF &LICH 2= SAEQ H2E GIE5tHH IP =A% MEY
0.0.0.02 & =0ot] Normal OptionS & &iotH ELICH XHAIE HEES2 H3-2E8 FXGHAIR
® Port
IP EHEY A0 HEZE TCP ZE HWSE X&EELICL 23(Telnet), 22(SSH), 80(HTTP),
443(HTTPS) £= 2219 Alelgd ZE ZZ2MY MES ZE BHSE XEE = USLICL
® Chain rule
&HFE Optiont IP address/mask X210l oilEot= SAEIJL Z&E Porttl E26t0X4 &
M, 822 318 A (Accept)?! Xl L I (Drop, Reject) 2/ XIE A EELICH
IP filtering configuration
Mo, Interface Option IP address/Mask Protocol Port Chainrule  Action
1 [eth0 v|[Normal 192 165.0.0/255.255.0.0 TCP [v][22 DAOP v
2 [ethl | Normal +][0.00.0/0.000 TCP [v[23 ACCEPT v
3 [ethD ~ | Normal + [0.0.0.0/0.0.0.0 TCR v |80 ACCEPT »
4 [ethd | Normal v |[0.0.0.0/0.0.0.0 TCP o443 ACCEPT v
sthi | Normal v TCF |w ACCEPT [ Add

Save to flash ] [ Save & apply ] l Cancel ]

1&g 3-41P

ZHY 83
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== CHIpSEN

H 3-20ption Z' IP address/mask Z£&'2/ 2/ o

Input format .
Allowable Hosts Option
IP address/mask
Any host 0.0.0.0/0.0.0.0 Normal
192.168.1.120 192.168.1.120/255.255.255.255 Normal
Any host except 192.168.1.120/255.255.255.255 Invert
192.168.1.120 : o : ! :
192.168.1.1 ~
192.168.1.254 192.168.1.0/255.255.255.0 Normal
192.168.0.1 ~
192 168.255.254 192.168.0.0/255.255.0.0 Normal
192.168.1.1 ~
192.168.1.126 192.168.1.0/255.255.255.128 Normal
192.168.1.129 ~
192.168.1.254 192.168.1.128/255.255.255.128 Normal
None 0.0.0.0/0.0.0.0 Invert

3.5.TCP AHIA &3

TCP M&EO0l =

HZ0|

AE

S o=

keep aliveT| O

lod A SAEN 0l&0l U

§ (=3}
A0 HIZAROIA

Parani-MSP10002] TCP keep-aiive Jls2 AIE6taH, Al

S ol 0F SfLICH

e TCP keep-alive time:

Hl& 2tel S4l0l

A= MEHOIAM ZOL BIt5HH keepalive

£ ZZELILL J=et2 1522 €350 AsUh

e TCP “keep-alive” probes:
11D NS R,

= = S
oz 3%

e TCP keep-alive intervals:

keepalive IHZ! &2 Al2t

S LIEHSLICH

HEIX OEE =elotIl 2o

2 HolL d&Eot=XE UEHHLITH JI=28t2 382 28 &0

25

MM MEZE ER, SAE TCP ZEQ| lock-up2 ZXISH| <fIoHA
ZZE0{0F ELICH 0l248t lock-up &t&s 2 Xloh)| <ol
SELICH Parani-MSP10002 WIESI3Jt A3
ol FIHCZ AU ZAEN IS MSELICH BHSO

= NCe=Z 2F5t1, MES BZ6HAH UL

A= OsS 20l 3He H=aE
2! &S AIEE 22X o2

A SAEN keepalive TH! 2
o]
AN

JlZgt2 5228 #4350 USLICH



== CHIpSEN

rr
0z
[l
il
[l

0 X}b
S o

Jl &3 [ Parani-MSP1000 2 S4I0| 81

P

33| keepalive IH2!S A EEHLICH

TCP service configuration

TCP keepalive time 15
TCP keepalive probes |3

TCP keepalive intervals |5

[ Save o flash ] [ Save & apply ] [Cancel]

18 3-5 TCP keep-alive &&

26



== CHIpSEN
4. 25 5L 43
4.1. General properties

0l Ol =0lAl Parani-MSP10002 EFEA StZHSE HAFELIC

e Bluetooth friendly name

=F5A 0182 Fdote gE€HE £FELICL “%h"0l= Host name Z30N A&

OIS0l SO{ZLICH %d” Ol= &4l IDJt & ELICH

e Discoverable (Inquiry scan)

0| 30| EnableT/™ Parani-MSP10002 “discoverable” AHE{JF E LICt. “discoverable” AHEH Ol

M= OZ ZHI0A Parani-MSP1000 ZHIE HME £ USLICH

e Connectable (Page scan)

0l #&F0| Enable|™ Parani-MSP10002 “connectable to” &EiDJt & LICH “connectable to” 4t

BHOiM= CHE ZHINA Parani-MSP10000i HZ& = USLICH

e Authentication

0| 230l EnableT® Parani-MSP10002 222 &2 QA0 ol Pin codeE

Pin codedt LXIGHA 2o HAAZS HEELICH
e PIN code

ARUHAM HZ QEAl 278 PIN code?t 2 XIGt=X HIW3HL, HZ

27 i SE2Z AISE
e Encryption

o
-

Ct.

0l £&0| Enablex| ™, Parani-MSP10002 2&E =R&A AHAN U3
e Class of device

0E BFS =FFL FXIAX, HE AMBIAE XAG=XNE €38

Class of device

3 HIOIEZ(0xSSDDdd) & &0 UA&LICH Major Service Class(SS), Major Device Class(DD),

Minor Device Class(dd).

Major Service Class :

Bit 1: Positioning (Location identification)

Bit 2: Networking (LAN, Ad hoc, ...)

Bit 3: Rendering (Printing, Speaker, ...)

Bit 4: Capturing (Scanner, Microphone, ...)

Bit 5: Object Transfer (v-Inbox, v_Folder, ...)

Bit 6: Audio (Speaker, Microphone, Headset service, ...)
Bit 7: Telephony (Cordless telephony, Modem, Headset service, ...)
Bit 8: Information (WEB-server, WAP-server, ...)

Major Device Class:

0x00: Miscellaneous

27



== CHIpSEN

0x01: Computer (desktop, notebook, PDA, organizers, ...)

0x02: Phone (cellular, cordless, payphone, modem, ...)

0x03: LAN / Network Access point

0x04: Audio / Video (headset, speaker, stereo, video display, vcr, ...)

)

0x06: Imaging (printing, scanner, camera, display, ...)

0x05: Peripheral (mouse, joystick, keyboards, .

Minor Device Class:

Ol HIOIE2l 2|0l= Major Class €& 0l et CHSUICHL 20 XAE WE2 EF&A AHES
FXotYAI2.
e Supervision timeout
S2EA S0l PR %= AL o =22 Helsisdl Zals AlZUUCh o 2ts =
SFoE g3 224 AZ20 B0d XS el 22X = UKL Bz AF 2000
oo dAIHCZ SFEA SH0 A = BR0UT B850 BOE X2 BHUHGH S
o 28 = USLICL(0~40,02 SEHE 201
e Save link-key
SREA HZA MHE Z3AJE SAHAN HEELICL
e Delete link-key
ScdiAlol MEE 23318 A ELICh
e Specific pin code
3 EX0l et HREE 28 &= UsLICL
e Available Bluetooth devices
HWae S5 gHle 225 ZAIELICL
General properties
Bluetooth friendly name _%h—%d
Discoverable ;EHabIe v
Connectable [Enable »|
Authentication (for incoming connection) _D_isa:llﬁ\e v
Pin code (for incomingfoutgoing connection) [1234
Encryption _'Disab\e bl
Class of devica Dx:_IZDSﬁU
Supervision timeout '_SD
Save link-key Disable »
Delete link-keys
Specific pin code
No, BD address pin code Act
| Add
Display available bluetooth devices
Mo, name BD address
1 MSP1000-0 00:01:95:08:24:F3
2 MSP1000-1 00:01:95:08:24.82
3 MSP1000-2 00:01:95:08:24.BB
4 MSP1000-3 0M:01:95:08:25:10

& 4-1 £ 5 General Properties

28



-tL cChipsen

42. & 2=

Parani-MSP10002 3JtXl =& Z2EE JiX1D UASH, AFSXIH a2

SEISH AIEE = ASLICH

421.AP R=

PAN, DUNZt LAPE XI&ote =352 ZH|Jt Parani-MSP10002

LICH

4.2.2. Repeater 2

Repeater 252 &FE Parani-MSP10002 JI&E0 &XIE Parani-MSP10002] AMUH|A
SIHLE =2& XY 89 MilA 8g XNY0 UolAE SREA EXE 2B E

MSP10002| SHJ| Ag& gL

>

Fepeater
/" WiSP+ \

Stotion MER+

]& 4-2 Repeater £ 0/85t SEE&FA 4

3420 201 A20l14 #x22 2ol
Parani-MSP10002 FJIZ &XlotH E2E
%= QUSLICH Repeater2 &&= Parani-M
LANOI &2 =+ USLICH

ol

49 XNF0l dlle
ES

Parani-MSP10002| Repeater 2E=E£ AEotdH, AI2Xi= 32
aLICh

ot

FX0A 2UHE OOIHE 2F
SP10002 UERIE H&

0 %= s REE
Sot0 LANOI E2E = US
IR
= ALF Parani-

3

o

Al

220 Repeater 22 HdFE
Station@ 2 MYE
GtXl 240tS Station2 Sot0
20l 40He 5 IGO0k
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e Station BD Address
e Local IP
e Netmask

e Gateway

Operation mode configuration

C ap

® Repeatar
Station BD Address [00:01:95 AATADED

Local IP 100010
Metrnask 255.0.0.0
Gateway 10.0.01
O Station
[ Savetoflash | [ Save & apply ] [ Cancel ]

18 4-2Repeater 2= &&

4.2.3. Station 2=

Repeater2 && & Parani-MSP10002 2 £H &MY 22 HOIHE 2

=
SEA BEY 72 RepeaterE HZE 5= U2LULL, RepeaterOf &

30
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== CHIpSEN
4.3. AP AHIA

Parani-MSP1000 PAN(Personal Area Network) ZZ1}2, DUN(Dialup Network) IZI} 3t
LAP(LAN access over PPP) T2t S X2 & LICI. PAN, DUNI LAPE X35t E2EA FH|
= Parani-MSP10002 S0ot0{ LANOI &2g = USLICH

AP service

Private address Class A (10.X. X %/255.0.0.0) v
PAN [Personal Area Network)  NAP(Network access paint) v
DUN (Dial Up Metwark) Enable «

LAP (LA Access using PPP) | Enable +

Port forwarding

Mo.Local port Remote IP Remote port Protocol Action

UDP ~ Add

[ Save to flash ] [ Save & apply ] [Cance\]

8 43 EFFL AP AHIA

431AM48 =24

Parani-MSP10002 PAN, DUNI} LAP HZUHA A2 F=AE AISELICI. PANOIA Parani-
MSP10002 DHCPE &dll IP =AE &Yoll], DUNI LAPOIAME Internet Protocol Control

Protocol (IPCP)E Sadll IP FAE ZEELICH AIS JtsE AME F=aEs St 25LI0HL

[

e 10.0.0.0 ~ 10.255.255.255

H 4110xx.x0f ferE F24

10.0.0.1 Reserved for Parani-MSP1000
10.0.0.50 ~ 10.0.0.99 Reserved for PAN connections
10.0.0.100 ~ 10.0.0.200 Reserved for LAP & DUN connections

e 172.16.0.0 ~ 172.16.255.255
H 4-2172.16.x.x0 0f & F24
172.16.0.1 Reserved for Parani-MSP1000
172.16.0.50 ~ 172.16.0.99 Reserved for PAN connections

172.16.0.100 ~ 172.16.0.200 | Reserved for LAP & DUN connections

31



== CHIpSEN

e 192.168.0.1 ~ 192.168.0.255

H 4-3192.168.0.x01 Of<tE =4

192.168.0.1

Reserved for Parani-MSP1000

192.168.0.50 ~ 192.168.0.99

Reserved for PAN connections

192.168.0.100 ~ 192.168.0.200

Reserved for LAP & DUN connections

DE IP FAE MEE ZR0s A0 AKX A2 HAM JU=s IP FAE AEoH0F SLICH
4.3.2. Personal Area Networking (PAN)
e Disable
Parani-MSP10002 GN L£= NAP AHIAE =HetUCh
e Group ad-hoc Network (GN) Controller
Parani-MSP10002 ILI01 & LI EEHS UWERI(EFEL LIZW)0 =EE FOteLICh

e Network Access Point (NAP)

Parani-MSP10002 JIZ& UERI(LAN)I SIFEA ZCH0IHE A0 Z=Al, 2tRH £

EelXIZM SEELICH

4.3.3. Dial-Up Networking (DUN)

0l &0l Enable= ™, Parani-MSP10002 2/82 =2

LICH

4.3.4. LAN Access over PPP (LAP)

0l #30| Enable&l™, Parani-MSP10002 2| 2| 2&8

LICH
4.3.5. Port forwarding

Parani-MSP10002] €& LZE=Z S0H2=

= UASLICH

ZE Ed £F &9 =%
® Local port
® Remote IP
® Remote port
°

Protocol

CIoOIeE E£OE MSP1000 =2 Ch

SA HAZ0 CHoll DUN Z20te s

SA AZ0 ol LAP T2 S

i
0z
ﬂ
HU

=0 ol0l= Chst Z&LIt.
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== CHIpSEN
44FTP &3

Ol Ol=0llAl Parani-MSP10002] EF5A FTP MHE & FELICL

® FTP service
0l &0l Enable® ™, Parani-MSP10002 =25 A FTP AMHE A&EHLICEH

® Basedirectory
FTP MBi2l HiolA ClE&Ee|E & LI
User space : /usr2
RAM : /mnt/ram
CF card : /mnt/cf

FTP configuration

FTP service Enazhle

Base directory | User space

Save to flash ] [ Save & apply ] [ Cancel ]

8 43 SFFL FTP &%

4.5. Connections

Sl Parani-MSP1000t 2HENE ERFA HE FEE ZAIELICH 222 He==2 Fogt 4

2 s ZsuUbh

02

e Inf
=FEA OIHHOIA
e BD address

D
2 BD =&

o

e Device name

&2 Bluetooth &H|2| 0|

e LM
Parani-MSP10002] ™HZ &EH(Link Mode). M2 OtAE{(Master) S= =dI0IE Slave)E 2I01&
LICt.

e RSSI&LQ

RSSI® Link Quality(LQ)

E A& HMJIZ EAIELICH LQJE 25501 JF2Z 10 RSSIJF 00l D)t
2 Parani-MSP1000} EEEA & =

L =
HHI2tel HZ0] FEolCts A0S 20ISLICH LR R



ChIpsEN

24

Connections

PAN connections

S4I2 10m OIUOIAM =H2 &EHE |XIELICH

Mo, Inf ED address Device name LM
a1 hei-0 00:09:DD:50:48:94 LEECOM2 M
LAP & DUN connections
Mo, Inf BD address Device name LM
] heci-1 00:09:DD:50:48:02 JOKER M
SPP connections
Mo, Inf BD address Device name LM
a1 hei-0 00:01:95:06: 1E:EE PSD100v1.1.0-061EEE M
=
I8 44 SREA 01Z FE

34
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== CHIpSEN

Aelg ZE ZZ2MAUE Xote EFFA HHlE Parani-MSP1000l HZE =+ UL, TCP/IPE
E

5.1. Pairing mode

EH
=

22 s& g4 SulA
e Disable
SPP AHlA= HIE&3HELICH
e Connector
Parani-MSP1000= 2d2 =
Parani-MSP10002 2|2 A
e Acceptor
Parani-MSP 10002

=]
4
2T EFEA FHIZ AZ

x
o
1
50
0
-
W

A FHI9 2 FE LO0tSYLICH Parani- MSP10002

[

e Custom
Parani-MSP10002 SE& 22§24 U2 SAELICH AIEXte =8&A &HIC BD =4
2t 2+2t9| Pairing ModeE & & 0F & LICEH.

Pairing mode configuration

) Disable SPP disahled.

) Connector Initiate connection to unspecific devices,
Scan interval (over 30 sec.)
Scan mode

Ingquiry acocess code 0x
Remote device name
O Acceptor Accept connection from unspecific devices,

) customn InitiatefAccept connection toffrom predefined devices.

Save to flash ] [ Save & apply ] [Cam:e\]

—J&/ 5-1 Pairing Mode
5.2. Pairing mode - Connector

Parani-MSP10002 Scan intervaltil &&= Al2b 2HADICH 2X2 S FA HUIE M50 dM
= FHlz HAZS AMZELICH 83 Jiss & Hax= U3 =
e Scaninterval
Parani-MSP10002 0| AlZ2t 2HH(Z=SHR)0ICH 0|R& EFEA HUIE ZMELICE 0 82
D

Parani-MSP100001 M ZHIE QIAlGH=0 2R AlZtS 2



== CHIpSEN

FO: 4R B2 A2t 2HFHE2 HOIEH & £ L2l & =& UASLICL
e Scan mode
Parani-MSP10002 IAC gt E2 0|82

HU
1M
40
10
i
1
im
[>
b
[=s
i
y
z
Qﬂ
>
0
o>
C
[l

e Inquiry access code (IAC)
IACE 16&/=29e8b00t 9e8b3f2l HP LHOI UCOF SLICH UWRE2 EF]FA FHl=
MOl IAC (9e8b33)22 HEHE O /USLICH. Parani-MSP100001 EFSA ZH|0H
ALeH, EFEA FH|Q IAC= ZEHAQI IACOIK{0F &LICH. L, IACIH LetAE QI JAC
Z 2 Parani-MSP10000| LS %2 SRFA ZHIE HMSHH =0 HZBE = QU o
b 2y =5 JSLICL Old 22HE Hokdl fcHA MSHEQl IACLE AtZA el IACE
X

%2 IACE MEdIHM, Parani-MSP10000| ™HZ 5t

)

O pe 4>

fr

e Remote device name

Parani-MSP10002 0I50] 8F& o2 AlXsts SEREA FUIE 25101 212 SLICH
5.3. Pairing mode - Acceptor

Parani-MSP10002 2 E 282 EFEA U H&E ES g0otsLICH

Parani-MSP10002 SS& =52 FHI2 SASLICH 0] ZAaS AIEE I 228 &AM £33
=3

S ZE #F0A O

gl
52
e
]
bl
>
ro
=
)

55.ZE &3
ZE &

&2 Pairing Modelll et A2 COE RUHSE IJtELICH Port pairing mode 0Ol 2t
[u]

—

Logging Oi5s= Pairing modeJt Custom Z <02t ALE JtSEHLICH

Port configuration

Port pairing mode

Port pairing mode

BD address of remote blustooth device
Frame buffer

Service category

Network service

Miscellaneous

Save o flash ] [ Save & apply ] [ Cancel ]

Jg 52 ZE &%
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m= CAIPSEN

5.5.1. Port pairing mode (Custom mode only)

Port pairing modeJt AcceptorO| 3, Parani-MSP10002 E&5A HHIZ2EHS HE F
&t

LICt. Port pairing modeJt ConnectorO|&, Parani-MSP10002 E&5 24

5.5.2. Service category - CLI

FEA ZHI2E HAZ0|l TH Parani-MSP10002 CLIE MESELICH. 0l S&E 010t AIAE

i

clXtE Alelg AHI0IS8l0l CLIol B2g = ASLICH

s}

Port configuration

Port pairing mode

Service category

Service category |{SURMINNNN -

[ Savetaflash | [ Save & apply I [Can:el]

_]&/ 5-3 Service category - CLI

5.5.3. Service category - Network

Z0l OIFUH XY, Parani-MSP10002 ==& Network serviceS A& & LICH Network
serviceJt 2ct0IHE0IH, Parani-MSP10002 2/F2 HZ S A& LICL Network servicedt At
Y 220=, 48 TCP ZEWAN AR=2RH HZ RFS JICHELICEH O I TCP H&Z0l 01

g0l TCPIPZREH =48 HOIH= SPP=
2

Network servicee S8 2 &g

HXIH SSP2RH =48 HOIH= TCP/IPZ XYt
MEELICH 290 0lA2] Network serviceE S5

LICH

ol
e
3
2
10

Port configuration

Port pairing mode
Frame buffer

Service category

Service category Metwo N
Network service

Miscellaneous

[ Savetaflash | [ Save & apaly ] ICanceI]

_1&' 5-4 Service category - Network
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m= CAIPSEN
5.5.4. Service category — Serial hub

Serial hub
Ol = =X}
AN (=Tl

E guth

LN S¢S & #==

Parani-SD= 1:1 S410| Jtsdll
oF Xl gk, =] A& LICH Parani-MSP1000 1t
Parani-SDOIA S 1:N S410| JtsSdt0d, Parani-SDE MEJI2ZMN 22

1 s
HAE ZEl A2l S4as & &= ASLICL

Jdefut

(il

0OC =
— =

Z9/: Serial hub Pairing mode Jf Custom& &R0+ Jts &L

Port #1 configuration

Port pairing mode
Service category
Service category |EEEIGEENN v

Serial hub
Logaging

[ Savetoflash | [ Save & apply I [Cancel]

18/ 55 Service category — Serial hub

5.5.5. Frame buffer

th3a sd SlAM deg > ASLICH
e Disable
Frame buffer 7|0l HI&43t&ELICH
we| AR SAEZ SHLIGH

e Fixed size

Parani-MSP10002 SSP 0fl A

Parani-MSP 10002

e Timeout
Parani-MSP10002 ==4l&
AZE AIZH0] ZBE
SLICH

e Delimiter
Parani-MSP10002 ==4I&
ZGtA L Delimiterdt ==&t

SIX st

23&

HIOIE el A9t Fixed sizeOl

38

PE= SAE gl0| Parani-MSP10002 Sdll Parani-SD(EEEA & = =
Qc AoIE2 UMl 2= A HE0l s
Parani-SDE &M AIZ5tH

o

TT

A
P VN

=] 3=}
=

|>

Jtséetet

CIoIEE

=4l OI0IES 2D &gl 01 WKl JICHE LICH

AJ0 0l2HULt TimeoutHl

MEXI JICHZLICH TimeoutOl 022 A AT H Timeout2 AMEZIX &

diolEtel 3219t &&& 3AJ(0l Ol2HLE Timeoutl &&= Al2H0|
WPLXI JICHELICE TimeoutOl 022 A& ™ Timeout2 AL



m= CAIPSEN

5.5.6. Network service

Meidts

STX + data + ETX
Parani-MSP 10002
ZUSHAL STXZ
SEE MK DICHE

2= A=l
AlLE

AlZotn

GIOIES AD1JF &= I 0I224LF Timeoutl & &= Al2+0|
ETXE Z2U10 X&EE 3I|9 Wildcard XS &8st GI0IE Dt
Ch. Timeout0] 022 A AT Timeout2 AIZ2E X Z&LICH

STX + data + ETX + wildcard-characters

Parani-MSP10002 #=4lE OO0l E{2l AJIJt
2ot HU STX2 Al&Eot] ETXE U= dI0IE Dt

Sz &F5H Timeout2

A&EE 3I|0 0I2HLE Timeouttl && & Al2H0|
WOEXI J1CH LICE. TimeoutOl O

sy

AMEEX EsLICH

Port configuration

Port pairing mode
Frame buffer
Frame buffer mode
Timeout

Max. Size

=1

ETX

[ST% + Data stream + ETX +wildcard-chars, Max w

o

1460
Dx‘DZ |
o®]

Length of wildcard-chars |1

Service category
Network service

Miscellaneous

[ Saveinflash | { Save & apply J [Can:el]

o
sSE2

re

& 5-6Frame buffer &&

Network service mode

2 &8 Mode= server, client2t tunneling 112l vertex 2LICt. Serverdt MEE™H Parani-
MSP1000=2 2122 HZ = JIGELICEL Client &#< Parani-MSP10002 0|01 #2l= &A
SAEZ HZZ AMEZELUCL Tunneling2 Server?t Clientdt E& & 2HAIQLICEH Parani-
MSP10002 229 HZs JICtelXe, SSPUHIAM OIOIHE 43S i ARZRH AZ0
OI2UHXIX 22 AEH Parani-MSP10002 Client 2EMHE 223 SAEZ HZZ AIZELI
Ch. Vertex 25 & GtLISl TCP HZ 2 M2 EREA AX SAE 2= ASLICH
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== CHIpSEN

Network service configuration

MNetwork service mode
Service protocol
Inactivity timeout
Local port number
Authentication

Users allowed to access

Telnet v
0
7000

Disahle

LSave to flash J [ Save & apply ] [Can:el ]

(1 ~ 3600 sec, O for unlimited)

(1024 ~ 65535)

(fuser],)

_]&' 5-7 Server mode

Network service configuration

Network service mode
Service protocol
Inactivity timeout
Primary remote host
Primary remote port
Secondary remote host
Secondary remote port
User name

Password

Periodic connection

| Telnet
a

[Cieri

[192,168.161.5

|7001

[132.186.161.5

[70a1
|root
root

[180

{1 ~ 3600 sec, 0 for unlimited)

{optional)
| {optional)

-_ {zec)

When blugtooth connection is established | Initiate connection w

[ Savetoflash | [ Save & apply ] [Camcew

_1& 5-8Client mode

Network service configuration

Metwork service mode SEGREITRE «

Service protocol Telnet v

Inactivity timeout 5]

Local port number 7000

Remote hast 192.168.161.5

Remote part 7000

Save foflash | { Save B apply | [ Cancel ]

(1~ 2600 sec, 0 for unlimited)
(1024 ~ 65535)

&/ 5-9 Tunneling mode
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== CHIpSEN
Network service configuration ©

Netwark service mode | Vartex v

Vertex port 5000 v

Save to flash J [ Save & apply J {Cance\]

_J& 5-10 Vertex mode

e Service protocol
Network service modeJt Server &= Client2 [, RawTCP, SSL, Telnetldt SSHE2 Z2EZ
SERE =~ QUSLICH Network service modedt Tunneling2 220l RawTCP2t SSLEH <

grLICh

mjo

fol

e Inactivity timeout
Inactivity timeout0il && & Al2ts0t HIOIEHS &&0| W™, WERIA M&E0 S=2ELICL

e Local port number / Base port number

o
3
o
e
Im

Network service modeJl Server L= Tunneling2 Z2, AR0A HE QES
HSE XNEHOF &LICE Pairing modedt CustomOletH, AFHEXt= 222l SPP HZ0 CHst
Local port numberE &&all0F &LICt. Pairing modeJt AcceptorHLt Connectord &<, SPP
A2 SH0J| R0 AFSXOF 229l sPP AZ0|l CHSt Local port numbersS &&& 2@
= SlsLILL 0l Z<2 Parani-MSP10002 Base port numberE JI&22 TCP XLE BISE &

=& LICt. Base port numberOfl Al £ E Base port number + 27 AtO|2] ZE HHSO} SSELICH

=9 TCP HE HSI} ZELX FT= OHOFEILICL JtS6t8 & 2odl ZE Blas
AFE S OFA Al 2. Base port number£ & & & [ff, Base port number 2/ Base port number + 27
AFOIS] HE BS99 [}2 Network service®t SS5EL0AE OF ELICL

e Authentication
Network service modeJt Server2d &<, Parani-MSP10002 222 2FH2 H& QI Al 210!
= TEULCL AIEX 22l 20210 AIEE AEX HEE SSoll0F SLICH

e Users allowed to access
0l B&H0A S=& AHEXLH0l Network service2 20218 = USLILCH

e Primary/Secondary remote host & port
Network service modeJt ClientL} Tunneling® 2Z <, Parani-MSP10002 0| & &0lA
SAEZ HAS AZEHLIC

e Username & Password

[[oh

oin
]
Ll

> o

Network service modeJt ClientOl2 &2 S AEJ} Parani-MSP10000 H 21028 QP&
2, Parani-MSP10002 OiJ|A SE=s8t HES=Z 202 AMEZELICH AMEX 010U THA
I £ UK $2H Parani-MSP10002 21012 AIZ5HAl &ZSLICH
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e Periodic connection
Network service modeJ} Client2 [If, Parani-MSP10002 O{JI0lA & E Al2b 2H2A0ICH 2%
2 HZ = AZELIC Periodic connection0| 02 Z<, Parani-MSP10002 SPPZ=H CI0IH
£ S4ot)l ENtle AZE AMEGHA EsUICH

e When Bluetooth connection is established: Initiate connection or Do nothing
Iniiate connection0| ME&{E Z <2, Parani-MSP10002 =254 AHZO0| OIFX= SA 32 3
AEZ HZEZ AITELUCH 024U, Do nothingdl HEiE A<, Parani-MSP10002 SSPOIA G
Ot &=& WXl JICH LICL

e \ertex port
oediel EREA HAQA SAGHI| fIst TCP ZE®S LICH Vertex 8FUAM FItst X
EJl 2lAE HHZ N30, OF GILIE deHE = USLICH

5.5.7. Logging (Custom mode only)

Pairing m ort pairing modeJt OtLI2HJt CustomOl®, Logging JIs2 A& £ UASLUIC &

X Jlsst s

e (P
S = O3S 25U
Activation
0l £&0l Enablekl® Parani-MSP10002 SPP HZZ =1 2= OO0IHE JIE5tI AMAE
LICt.

Log location
O0IE= O2e2lLt CF HZ2l(CF N22IJt Zd AS =)0 JIEE = JUSLITH JIEL=
OIOlE{= portlogs/the_BD_address.log ct= 01522 W0l MEELICH

Data stream to be logged
Logging mode
GIOIE Dt HiolHel B2E= ZE&6HA 210 28 == Us HAENCZ FHIN U= L,
TextS SEHGHH ELICH OOIEHIH HiolHel REE ZE&otn USH, Pure binary £=
Readable binaryE &g = QUA&SLICH Logging modeJt Readable binaryOl™, Parani-
MSP10002 HtOlH2l CIOIHE & HOIEH=zZ H&st = MEELICH
Reduce the port log file [ Time to reduce the log data] to [ Log buffer size ]
A28 200 AI2Ee W HRZR2e S3D0 QI W20 AlA8 20= 2JIE
E0F0{0F ELIC Parani-MSP10002 AIAE =212 ZE =21182=2 16Megabytes
H22lE JtXLD AUASLICL W OZ2eldt IS I AMAE 20= O 0l JISE =+
ASLICH

H 51 JIEE H0IHE =0/l AlZ

Every month | First day of every month 00:00:00 AM
Every week Every Sunday 00:00:00 AM

Every day Every day 00:00:00 AM

Every hour Every hour 0 minute 0 second exactly
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chipsen

Port #1 configuration ©

Activation

Lng location

Data stream to be logged SPP in/out v

Logaing mode

Reduce the system log file size ‘ Every month ﬂ ‘to ‘EEI ‘.Kg}xt.e‘-

Display port log
>

li®

DMl

[ Savetoflash | [ Save &apply | [Cancel |

—J&' 5-11 Port Logging mode

5.5.8. Serial hub

Serial hub= Pairing modeJt Customg &

0
2
2
iz
o
S|
or
el
=
)
[N
S|
or
o
e
u
in
I>

BD =aJt 2IAE M2 MIEUICH

Port #1 configuration ©

-~ Select device - v [ Femave ]

78/ 5-12 Serial hub &&
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m= CAIPSEN
5.5.9. Miscellaneous

e 7-bit data emulation
0l S8 Parani-SD Al2|XL}I Parani-ESD Al2IX 2 &M AIEE M |E&LIC. Parani-
SD/ESD Al2|Z== 7-data-bitsE X2 otAl ZSLICH Parani-MSP10002 Parani-SD/ESD Al 2|
A M4l 7-data-bitsE X e2l&fLICt

+9/: 7hit data emulation £ A/&5/2 %, Parani-SD/ESDY S Z & Al2/g &H/JF Odd, Even
L= Space IH2IEIE XI&ofOF &LICH (BHH 0 Parani-SD/ESD & No ParityE & & &L/CL) T-
bit data emulation =42 Not-parity &F &M AtEL0f & = QUISLICK

Port #1 configuration o

Port pairing mode
Frame buffer
Service category
Network service
Logging
Miscellaneous

7-bit data emu\atnr; /

[ Sawetaflash | [ Save & apply ] [Cancel]

7&' 5-13 Miscellaneous &' &
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5.6. Vertex &3&

otLtel TCP HZ2 (e 2E=FF

I>
0
pall
to
o
P
el
N
40
o
nx
0
©
c
jml

x

%
S|
or

e \ertex port
Ao E2FA EXS S4ot)| |8 TCP ZEVS 2 LICH.
e Inactivity timeout

Inactivity timeout0il €& & Al2Z+Set CIOIEHS AS0] 82X, WERAI HMEC SEELUCH

Vertex configuration

Mo, wertex port Inactivity timeout Action

:
&dd

Save to flash ] [ Save & apply ] [ Cancel ]

18 5-14 Vertex &&

5.7. Connections

0
H
Ul
i
=
1
-
)
Iy
19
10
g
N
=
o]
o
X

S Parani-MSP10000f HZEH U= SPP H&E

2 8 &sLIth

e Inf
=25 A OIHHOIA
e BD address

#A BD =&
e Service description

SPP HZ 1t 23 & Network servicell &I EAl LU CL

Connections

Mo, Inf BD address Service description
(HE hci-1 00:01:95:07:3C:E7 Listening on 7000
O 2 hei-0 00:01:95:06:1E:EE Listening on 7001

_7&/ 5-13 SPP connections
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EEE
sa: CHpsEN
5.8. Monitoring (Sniffing)

Parani-MSP10002 CIHZ2O0ILI X822 XEZE Monitoring (sniffing) J1s2 M3&LICH ZE
Monitoring2 AtEXJE SPPZ =1 2= GI0IHE ZAE = JAEE o SLICH
ZE Monitoringdll &25t4
1) TelentOlLt SSHZ 2
2) Monitoring HI=E &
I ERBLICH.

ZAIGHH D

o
i

fell
i
e
¥
o
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sa: CHpsEN

EZEA H0IEHE ZA6tII0ls UR =2l HEo

F9. Alclg EES [LOIEH 8% =
= Monitoring 7/SE A& oA &&LICH

Alclg ZEEZ &t &8 im0k ZE

=
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6. CFcard &3

Parani-MSP10002 &&AHE flol CF Il &2 M35t USLICHL T3 291K |KE2 PC It
SOt XU
- ATAJ/IDE fixed disk card

AMEZXt= ATA/IDE fixed disk card= AIAE 2L SPP ZE 212 MEE £ JASLICH 2 It
E MNEHEOZMN AF/E 2EN HBot=s Al2ld ZE 0| Parani-MSP10000 2 2l(out-of-
[e]

band) 82 & =& USLICH

ATA/IDE fixed disk cardE Z& =, Probe HES SSLICH. S+ IS ZOO0| T UK LW
Format HES dEist = Probe HES ChAl SELICLH Parani-MSP10002 EXT22t EXT3 12l
VFAT T2 AIAEES 2% XI2&LICHL

CF card configuration

Currently configured cf card

Maodel name TRANSCEND TS2GCF120
Mounted on Jmntfcf

Filesystem type ext2

Avaliable space 1884124

Used space 12044 kbytes (6.92%)
Format CF card EXT2 v

72! 6-1 ATA/IDE fixed disk card &' &
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6.2. 2& 2t &3

MEXt= PCOHA Z2E S Soll Parani-MSP100022 &

St
=2

X+ 0lS, AR E, Authentication method, Remote / Local IP

CF card configuration

Currently configured cf card
Model name CompactModem 56K

Username pppuser
Password [new)
Password {confirm)
Authentication CHER/PER w
Remote [P 172.16.0.52
Local IP 172.16.0.51
Save to flash ] [ Save & apply ] [ Cancel ]

Jge2 28 JlE 8%
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7. NAE

]
[u!]

7.1. S AE 0|

Parani-MSP10002 22| S Z 11R2

[=
o
o
o
[
c
[

Host name configuration

Host name |MSP 1000

Save to flash ] [ Save & apply ] [ Cancel ]

J8 71 2£AE 018 &

72.MEX 22l

Parani-MSP10002 AIEA D202 RS 0IEot0 CE JIsol Uet E% Jtsd

Ct. AKX FE2 MIHXl EHH= root, admin b user & LICt.

Parani-MSP1000 & &

root?t admin &2 =
= PH admin 082 20 &2E

NS A Of =3
Ho =2 i —
MSP10002 H&F S &g + U=z AS0l D X HHele MARERSE =FE &= USLI

Ct.

MEX O3 MARES & =) 482 U3 £5LICh
System Super User

Login: root Password: root

System Administrator

Login: admin Password: admin.

User management

MNo. User name Group

root root
admin admin
user user

oo

i

g 7-2 MBI 22
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7.2.1. MBI =Jt

ABTE FItotedH

EaR=|
=

MEZXt 0I5 (User ID)E L& &LILC

AMNEX 2S2 adminOlLE user SUHA SEELIC

(A=

=PN

1. Add HES S=&LICL
2

3

4

Submit HEES 2= &LICH

o= =209

=9 root AEE FIHE + SLICH

=

7.22. AFEX HIA

JIE MEXE MHGHAH
1. MAGHAS AEXS MIARAE M3

2. Remove HHEZ 2 &LICHL

=9 root AFEAE HIHE + SSLICH

723 ANEX BE

= ABTIE BE G
1. AFSX OlE(User ID)E 228LICH
2. ABX 018, 08 E= HAYSES 438

3. Submit HES Z=HEL

== =1

o

7.3. 20t

Parani-MSP10002 2!

=

S (HTTPS)2t SPP2| Network ServicedflA SSL1F TLS Z2 &

B AS
SILICHL SSLIt TLS Z2EES2 23 AM, Atd Jl(Private Key)et AZIE & /A= ASII20AM L=
st QIZEMSE JIBiez SHE

SHELICH Parani-MSP1000=2 1SN E uwHcls 2HE MSELICHL
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Security

Certificate
Display certificate
Certificate:
Data:
Yersion: 3 (0z2)
Serial Mumber: | 0x1)
Signature Alagorithn: shalWithRSAEncryption
|ssuer: C=KR, ST=Korea, L=Seoul, 0=3ena Technologies, Inc., CN=Sena Technologies, Inc.
Yalidity
Mot Before: Jun 7 19:4G:45 2007 GNT
Mot After © Jun B 19:48:45 2008 GNT
Subject: C=KR, ST=Korea, 0=Bena Technologies, Inc., Ch=Parani-M3P1000
Subiect Public Kev Info:
Public Key Algorithm: rsaEncryption ~

Upload certificate |CEOIEAT
Private key

Trusted certificates

Jg 7-3 2ot £F

0y

731. 005N H©

Parani-MSP10002 .PEM 21EA AE XIRELICH
Parani-MSP10000fl AIE%l= QISME BHEotHY
e

1. Certificate OIS SEHSLICH
2. QSN MES AL
3. Submit HES Z=ELICH

7.3.2. Ar& Il (Private Key) 814

Parani-MSP10002 AtE J| E4AI22 PEM
AZ QBN 8 A2 OIR0{0F SLICL A
PassphraseJt & & T 010F & LICH
Parani-MSP10000I A AIEZI= AME J1E B AGE
IEHEHLICH

Mg XJAESLICH. A& Il= Certificate H=UHA 2
J

IO 2S3tEH, AL J12 dSE F=0 2R

ﬂJ> HZI
fon

W
e

1. Private key O0l%
2. Ak 3| mYs =k

3. PassphraseE LSS LICH (88 AtE
4

Submit HES S & LICH

o
2
gﬂ

-

o

733482 = U= ASI|& USA IHHLI|

Parani-MSP10002 Q9IS AM &A2Z PEM EUZS XIJELICH Parani-MSP10000| SSLOILt TLS
ANHEZ HZE [, Parani-MSP10002 SSLOIL} T ANHS QIS MHE LEst 2ISI|&H2 2ASA
Jb 2 Q8LICH Parani-MSP10000| QIZSAE X 2 6HH, SSL SO XX &SLICH

o

Qo

2
=2

flo
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m= CAIPSEN

Allg = A= USI2A2 USHE IHHHH

o

(I
x
o
il
-
aQ

Certificates of Trusted CA 0l =S &Ef
QI QSN IS MEELICh

[Ct.

w N

E=2 22180
= =208

i

Submit

0/8S mtgol ZMetlts, o549 01§82

OIxIA &=LICH

F9 0/0/

IEHU 01RE S

szt

7344128 = A= ASI|2 IEAM MAHGHI
NRIE & Us

ISJI&e JI&E AUSMHME MHotHAH
A

HIPAAIL, 129

082

Parani-MSP1000=2 &2l M % A2t E2E 22U Parani-MSP10002| AlH % €9
HF2 WR tiddel d30l 2o HESLICL MEX= M €M L AlZS BHIE = USLICL
Date and Time configuration
Date and Time
Use NTP | Disable «
Date 2007/8/28 | tyyyymm/dd)
Time: 150318 thhimm:ss)
Standard time
Daylight saving time
Save to flash ]l Save & apply ]lCance\]
JE 74 LW L N2 EF
gdm 2 At 2F2 £FHGH| /A8 €Y 20tKI0F USLICL HEW -2, NTP AHE
MESt= ALLUICL NTP JIs0l &4 &It &P, Parani-MSP100001 THREE MHOICH NTP
NHZERE €W 2 A2 B2 22 = UASULO. NTP NIt 0.0.0.0 22 Z&LH, Parani-
MSP10002 JI& NTP AHE AMEELICL 0l Z<0l, Parani-MSP10002 QIE YDt HAZE O
AUOIOF ELICHL SHM L2, NTPE AISoHA @10 =522 M & AZE £Fols XU
Ol 22, €M 2 Al E2= WS e @0l 2o SXIELICH



m= CAIPSEN

ABTE E£E

St AFEXel fIXI0 & timezonelt UTCERHS A gts AXFGHOF &LICH
AMEXIJt Daylight saving timeS O|Z&tCHH, Daylight saving timezone, UTCZREH2 QT4

ANEHLAl, SETLA S 22 Daylightsavingtime 23 &3 H=5 SFo{0F SLICtH

=

75. 23 Z¢e

ABTt= S 288
PN

F card, User space &= Local machinesSnt &
HE B A

d= C
2D, HEE 8% IYS O8N B £FU0=2 2

o

Parani-MSP10002 3% ol &H2 43 AMEiZ2 ZI=2lJ| fdiA e Lacation S&EOAM Factory
A =

defaultS & Eol0d &S =22 2L}, Parani-MSP10002 &EH HTUl9| Reset A XE F2H™

LUt
&3 M&EG|, 8% SRIIE FHAFHOZ 28ol)| fdiMe OS & HErEg2 HEO
S X™ot00F ELICH
&3 XMEGHI
Location: && IS HEE X
Encrypt : & It 2535 L
Filename: && It 018
H4F 2227
Location: &3& IYsS £2=2 Xl Factory defaultS HEiotH BE EoIAl d¥8C2 =52

Configuration selection: 2= £&2 &R
Encrypt: EddS &% MY L33 =R
File selection : LocationOl CF cardLt User space?! &< oY <X =Mdt= Encrypt

%ﬁa CI‘_|- ol.‘— /\-IX‘I %IXI— _ul.OI ElAE

Local : LocationO| Local machine2 &< Local machinetff M&E A& OIS &= 3H H
Al
SN 482 M&EoteldH
1. 4% IYs MEE /AXNE S LIC
2. ¥Ss SEsS HAEELIC
3. It 0|2 LHELICH
4. [Export] HES SHELIC

54



== CHIpSEN

Configuration management

Configuration export
Location |User spacel/usr2) «
Encrypt (Mo »

File name |backup tar.gz|

Configuration import

J8 75 &8 H&oH)

NEE 838 24y
1. EcdisS £F MY AXNE LSeHEgLItt
2. =g 8% |REs HdHYELIG
3. 2453 s88 HdEELICL
4. LocationO| Local machine & Factory default= OlY 2 I SHE 2[AE BANA
gS3 Es =Ecte oY /AR A4 MYs JSHELIT
5. LocationO| Local machine2 2<% FO0IEJ| HES SE6I0 253 SHES UEot=

Configuration management

Configuration export

Configuration import
Location User spacel/usrZ) «
Configuration selection

'4Se\ect all

Network configuration ¢ [ Including IP configuration )
System configuration
Bluetooth configuration

Encrypt Mo

File selection | backuptar.gz | Local

I

g 76 85 =2/27]
7.6. Firmware upgrade

Firmware= Al2lg 2=, 2 22 L= & QHHOAE Sofl d0EE = ASUICH AL

AMOIEQ Ct2Z2 % H 0l Xl(http://www.sena.com/support/downloads/) 0l 4 &4 E A2 Firmware

g0l & = AsLICH

0

L/
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== CHIpSEN
7.6.1. Manual firmware upgrade

A2 Soll FirmwareE & 1d0/=5te ™
1. Z0t2EJ| HES Z2&ot ZdI0IEE Firmware Y S SEELICH
2. Upload HES Z2&0ot0d €00/ &LICH

3

AC0I=0F AZEHH AMABO MREEEHD B#a A0l HEELICH

Firmware upgrade

File Upload

& 7-7 Firmware upgrade

MEXIb FirmwareE &€ H0IE dtD | &3 £&= i Telnet/SSH
= HOE dl220l@ T2 080] BtEAl Zmodem 8& Z=&E22 X &0H0F &LICH Firmware

upgradedt TIH2tE AMEXS dF2 AUz RXAELICL

=
o
e
]
g
L0
>
0/
ol
g
|’D

naE=2
==

=ofl FirmwareE 2 1d0lE otedd®

1. Firmware € MLt CH22E AOIENAM C2Z2E0tH AL X2l PCOH HEELICH

2. HOE oigdiold T2 S ALE0H0, Telnet/SSH L= Al2lg 2& ZE A&
SLICH (AM2lg 25 ZEE 0|28 32 AMYGl 2d Zel22, Telnet £= SSHE

ALZotIIE HEELICEH)

-

Im

Wl come to MSP1000 configuration page

Current Time : 8/26/2007 06:55:14 Serial No. : MSP1000- 00001
F/ W Rev. : v1.0.0 MAC Addr. (eth0) : 00:01:95: AF: BE: 11
| P Mode (ethQ) : Static | P Addr.(eth0) : 192.168.11.30

1. Network confi guration

2. System admini stration

3. Systemstatus & | og

4. CF card confi guration

5. Monitoring

6. Save changes

7. Exit without saving

8. Exit and apply changes

9. Exit and reboot

<ESC> Back, <ENTER> Refresh

1. Devi ce name: MSP1000
2. User managenent
3. Security
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sa: CHpsEN

4, K&l et Zmodem Z2E=2S AME06H0 Firmwar
5. Gd0IED 22T H AlAES THEESIH HE AIES

@
E_I
e
30
r
o
o]
[
o

6. Firmware upgradeJt AIIHGHHE Parani-MSP10002 0Olct OilAl
H&E2 FirmwareS S XI&LICH

7.6.2. Automatic firmware upgrade

Parani-MSP10002 2&8& [ Firmware ¥ &&Z2 20IE3tHU AIEXDL Jdt= Y=
AZESHHLE XIZE HE S Adote JIs2 M3ELICL 0l JIs2 MEStaH AMAsSXie U39

mWet0IeHE 28olioF &Lt

e Automatic firmware and configuration upgrade at boot time
s Sel0lE JIsE MsSEX HEE ZZELICL

e Protocol
AUO0IEE M RASAEQ S4I5HI| I Parani-MSP10000] (™ Z2E32 AISE
NE ZEELICH



m= CAIPSEN

e |P address of remote server

Parani-MSP10000| ol %

=2
22 BAEO P FAE

=l

O|':
e Hash file name

AH0I=E Firmware 0|0l Xl

= = =
Parani-MSP10002 dli# 0l JIS= HEZS Firmware H&E
ZQRSHKl OtHXIE ZFELICH o THe A2 Ci2n Z&LIChH
@ Firmware & Jd0lE : <TYPE>, <NAME>, <VERSION>

<TYPE>-1
<NAME> - Firmware 0|0l Xl 0|
<VERSION> - Firmware &

<TYPE>- 2
<NAME>- &% It 0|8
<OPTION> - [E][N]

E: &sstE £ Mg

N: 2SstelXl €2 &3 Mg
MNEX IHY
<TYPE>- 3
<NAME> - H=2E 14 I
<OPTION> - [F][X][Z

=

F: 22 mgol
X: g2

zZ: g

AHE Xt
<TYPE>- 4
<COMMAND> -
o= ool g 20sLICH

H

fo
ol

1, mspl1000. i ng,v1.0.0

2, conf . enc, E v1.0.0
3,userfile.tar. gz, FXZ,/ mt/ram
4, mkdir /mt/ramtestdir
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== CHIpSEN

Firmware upgrade

Manual firmware upgrade

Automatic firmware upgrade

Automatic firmware and configuration upgrade at boot time | Disable
Protocal

1P address UfLethe server

Hash file name

[ Save to flash ] [ Save & apply ] [Cance\]

_1&/ 7-8 Automatic firmware upgrade

7.7. HARE HE

S MEXS HAAEE HHoAY, S HAKEE Lot M HARAEE

AREES SOIGH)| <o M HARES
Change password

User name
Current password
Mew password

Confirm password

28 7-9 HARYE #F
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== CHIpSEN

8.1. AIAHE &EY

Parani-MSP1000= AlAE AEHE HAIELICH O sHES AlAE 229

ANAE MBI HOIEHE IX 018, A2l Bis, BN HE L HEHD &7

System status

System information

Device name MSR1000

Serial No. MSP1000-070800145
Fiw Rew, ¥1.0.0

MAC address (etho) 00:01:95:AF:BE:11
MAC address (ethil) 00:01:95:4FBE: 12
Current time 8/28/2007 15:24:00
System logging enable

CF card model TRANSCEND TS2GCF120

IP information
IP mode Static IP
IP address 192.168.11.30

Subnetmask 255.255.0.0
Gateway 192,168.1.1
Prirnary DMS 168.126.63.1
Secondary DNS 168.126063.2

& 8-1 AlAE &H

8.2. AIAEl 2

|

Parani-MSP1000= AIAE &E{=EH OtLlet AlAE 22 JIsk NSELICL MEXE=E

MSP10000] AlAE 22 JlssS ASE XE 438 = U1, AlA
1& ?XNSS €88 = USUICL

e Systemlogging
AMAE 22 JIsE AI28E X HRE 23

e Systemlog storagelocation

N

ki
9
c
fml

AAE 2 )= Parani-MSP10002| LS H22l, CF X0 28 ATA/IDE fixed disk cardLt &

Parani-

8 272 HH 2 21

-

2 SYSLOG MHSOH MEE =+ USLICHL AIAE 27 HO0IHE WR HZclo Mg &

£, 21 O0IH= Parani-MSP10002 ZICHL HH XKELICH AIAE

27 OIOIHE

A=

EEStAHH ME ?IXIE ATA/IDE fixed disk card £= SYSLOG MHE XI&oHO0F & LICH

® SYSLOG server name & log facility
Parani-MSP10002 &2 0lA OIOIEHE JISE =
K2 &3 SYSLOG MHIAE AMSoted®, SYSLOG A2l 1P
£ XI&EoioF &L
Parani-MSP10000il A 22 =1 HMXIE

nt
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Sei¥, SYSLOG MU=

AEE =

=42 AEE

ol =2
ML=

Facility
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== CHIpSEN

allowed2 A AT {0t &LICH Parani-MSP10001t SYSLOG AlH AHOIOf & &R0l QUCHH,
UDP TH3I0| gatEs A4 22 4+ UAEE ot #20| A00F &LICHL

Parani-MSP10002 | ocal 100ilA | ocal 177tXI2] SYSLOG faciityE XIR&LICH. AEX=
SYSLOG AMHOIM Parani-MSP10002] MM XISS =clottd MESH| <5t 0l #elo
FaciityES Mg = UASLICL

e Reduce system log (Time to reduce the log data ) to (system log size)

AMAE 270 AIZ2EEsE WS NX22= Mt QA0 20 AIAE 2OE HEE JII2
=

ES0M ME M0l AL HAXN=E RS LXoHoF LICL Parani-MSP10002 AIAE 22t
EZE Z]E <?loil 16Mbyte2 HZcIE IJHALD ASULC. WE HIZOt IS XHEH AIAE

0= O 014 JIEE += glsLIth.

# 8-1 The time to Reduce logged data

Every month | First day of every month 00:00:00 AM

Every week Every Sunday 00:00:00 AM
Every day Every day 00:00:00 AM

Every hour Every hour 0 minute 0 second exactly

System logging configuration

Sytem logging Enzble

Sytem log storage location Mernory v

SYSLOG serwer name

SYSLOG facility

Reduce the system log file size | Evary month | ¢ 50 | KByte,

Display system log

[fug 26 16:25:32 MSPI000 locall.info en[12811: /bin/ipconf confisurations are 4|
ichanged.

hug 28 16:28:51 MSP1000 daemon. info dhopd: DHCPREQUEST for 10.0.0.99 from
|00:09:dd-50-02-0b (hustler) via pan0

|hug 28 16:28:51 MSP1000 daemon, InID dhCDd DHCPACK on 10.0.0.99 to
00-09°dd-60:-02:00 (hustler) via pa

(hug 28 16:28:51 MSP1000 auth.info SahdHZHI] hecepted password for root from
|192.168.11. 150 port 4224 ssh2

|hug 28 16:23:5] MSP1000 auth.info sshd[12911: subsysten request for sftp

|hug 28 16:25:51 MSP1000 auth.err sshd[1291]: error: subsysten: cannot

\stat Ausr/libexec/sftp-server: Mo such file or directory

|hug 28 16:28:51 MSP1000 auth.info sshd[1291]: subsystem request for sftp
|failed, subsystem not found

|hug 28 16:31:21 M3P1000 daemon,info dhepd: DHCPREQUEST for 10.0.0.93 from
|00-08-dd-50:02:0b (hust Ier} via pan0 v

Save to flash J [ Save & apply ] I Cancel ]

g 8-2 AlAEH 22 £F
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== CHIpSEN
9. Al2gl =3

9.1. HIER A CIHHIOIA (Network interfaces)

UERKZ 2IHHOIA SH = Parani-MSP10002| local loop back interface?! lo ¥ J|2 UWERA
QIE{HIOl A QI eth0%t eth1ll WESRA 2AHHOIA AE BEE ZEAIELICH

Network interfaces statistics

Interface lo etho ethl

Receive Bytes 98774 3680903 a
Packets 2406 27254 [u]
Errors o o u}
Drop a a a
FIFO o o [u]
Frame [u] [u] 0
Caompressed [u] [u] [u]
Multicast o o o

Transmit Bytes Q8774 881231 2944358
Packets 23406 7422 33348
Errors o o 0
Drop 1] 1] a
FIFO u} u} 0
Frame o o o
Compressed o o [u]
Multicast a a 0

8 91 LERZT 2EHHO A SH

9.2.IP
IP SH 3IH2 IP Z2ESS AIE0t= HA/HZ0 28 M BE2E MSELICH 2 ItetolH
Of CHEF &Hol & HZH2 U3 25Ut
Forwarding :
IP forwardingOl Enable &EH @IX| Disable &HEHQIX O 2.
DefaultTTL :
Jl& TTL(Time To Live).
InReceives :

=4E HoIeHO =
InHdrErrors :

o 2FIF ACHD =4I OOIHIO-YS =
InAddrErrors :

F4 QFI0F AT =4 HOIEHIB %

ForwDatagrams :
FowardingE CIOIEH &S ==
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== CHIpSEN
InUnknownProtos :
QIAIGIX 21D = KNFEHA %2 ZZ2EZ0/7] 20 PAEJAXE dZHSZ SAE [
Ol 0ol =
InDiscard :
DI2ES 42 € Els 2ALZX LUK LA (HE SH, HIH S22 F=2 o) ¢
& IP OoIeHO~el ==
InDelivers :
HEE =4 OoIeHagel =
OutRequests :
HEotEE REE = HI0IHIOH == Forwarding € OIOIEHO#S == H2AE.
OutDiscards :
. Ol& O0IH2

PAIE == folgadel %
OutNoRoutes :
s It ALK L2 HOIH IS

Destination IP =20 M&56H)|
o

2 HIl H==ELICH
ReasmTimeout :
=, LIOX G0 A&#=0l =&oH0tot= ol Al2t. I Y

=Fst

CIOIEH 08 221 =&tst
%2 F2, HOoHIO#= HII H=2E.

AlZHOIl = =5HR] &

ReasmReqds :
THA0l 228 GOI0IHIOZS ==
ReasmOKs :
HZ2FHCZ MWAE CoIeHI&2 ==,
ReasmFails :
Mg = gl= OoIeI& ==,
FragOKs :
H4BMOZ Fragmentation = HI0lE &o %
&=,

FragFails :
Fragmentation &/ I§& CIOIE{ Q&2

FragCreates :
MHE Fragment =
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== CHIpSEN

IP statistics

Forwarding 1
DefaultTTL 64
InReceives 27789
InHdrErrors o
InAddrErrars u]
ForwDatagrams 2094
InUnknownProtos o
InDiscard o
InDelivers 8010
OutRequests 6891
OutDiscards o
OuthoRoutes o
ReasmTimeout o
ReasmReqds o
ReasmOks o
ReasmFails o
FragOKs o
FragFails o
FragCreates 1]

g 921 &

9.3. ICMP

ICMP Sl 3tH2 ICMP Z2EESS AMEcts W2/AZ0 28 S
ctOIE Ol CHEt B2 & &E2

InMsgs, OutMsgs:

8 = dEE HAIK =
InErrors, OutErrors :

= = EEE 2F .
InDestUnreachs, OutDestUnreachs :

=8 = dEE SAEXH SEotAl =8 HAIXS ==
InTimeExcds, OutTimeExcds :

Time To-Live(TTL)E Z=Mot= =4 = AESE HAIXL =,

InParmProbs, OutParmProbs :

04

=4 = ASE HAIX S D0 2F70F 48 HAIXIS ==

InSrcQuenchs, OutSrcQuenchs :

240 L= 8EE AA Quench HIAIXIS %=,
InRedirects, OutRedirects :

=4 = &5 = Redirection BIAIXIS =
InEchos, OutEchos :

S L= 418 Echo &9 ==

InEchoReps, OutEchoReps :

OF

& & =4lE Echo SE2 =

InTimestamps, OutTimestamps :
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== CHIpSEN

PN

(i)

A
rr

HEE Timestamp RES ==,
InTimestampReps, OutTimestampReps :
240 L= MEE Timestamp SE2 .
InAddr Masks, OutAddr Masks :
A = dEE =4 tAZY £,
InAddrMaskReps, OutAddrMaskReps :

=4 = dsE =2 023 S8E2 =

ICMP statistics

InMsgs

InErrors
InDestUnreachs
InTimeExcds
InParmProbs
InSrcQuenchs
InRedirects
InEchos
InEchoReps
InTimestamps
InTimestampReps
InAddrMasks
InAddrMaskReps
QutMsgs
OutErrars
QutDestUnreachs
QutTimeExcds
OutParmPrabs
QutSrcQuenchs
OutRedirects
QutEchos
QutEchoReps
OutTimestamps
QutTimestampReps
OutaddriMasks
OutaddrMaskReps

COoOO0OO0O0O0O0O0D004+40REO0000RO0000000 K

& 9-3ICMP &J

9.4. TCP

e
Y
2
=
o
il
=
0
H
1

TCP S 3HE TCP Z2EZE AISdt= 3!
A

OlEOl CHet B2l & 482 OSa £&LI0h

RtoAlgorithm:

ME Z¢2! Retransmission Time-out (RTO) €1e2l&. MAES &
JHE.
0 : CONSTANT - Constant Time-out
1: RSRE - MIL-STD-1778 Appendix B
2: VANJ - Van Jacobson’s Algorithm
3: OTHER - Other
RtoMin :

Z A RTO 8t (ms).
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== CHIpSEN

RtoMax :

20 RTO gt (ms).
MaxConn :

Z|IH RTO &t (ms).
ActiveOpens :

Sss&ol HAHO £ ==
PassiveOpens :
=SHO HEQ = =3I

AttemptFails :
AlTHst A& AIZO Ot

EstabResets :
MEdoz S

CurrEstab :

InSegs :

24E Segment %=,
OutSegs :

MEE Segment ==, A
RetransSegs :

HESE NOBE ==,
InErrs :

=AE el =
OutRsts :

Reset Z2{1JF 4 & 0

TCP statistics

Rtoalgorithm
RtaMin
RtoMax
MaxConn
ActiveOpens
PassiveOpens
AttemptFails
EstabResets
CurrEstab
InSegs
outSegs
RetransSeqs
InErrs
QutRsts

17
e

Ja
e

=g

ST

[l

1
200

120000

pize 2e0I9tEY Y
plEe Mo AL

&2

Segments E& X

HEE NOHES ==,

42949672495

[u]

35

o

26

3
1031
1299
7

[u]

o

g 94TCP S
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9.5. UDP

UDP S 3tHE UDP ZEREZSS ME0t= Ma/HZol 28 SAH
=

OlE0l CHet Hof & 282 US

InDatagrams :
=4E OoIeHOs# ==
NoPorts :
NEE ZEI |Ksotkl &0t HII H2& =4 HoIeHs#o =
InErrors :
=UE 27 OOHIO~#S =
OutDatagrams :

d&EE OoIeHOg ==

UDP statistics

InDatagrams 3685
MoPorts 4
InErrars u]
OutDatagrams 3554

J& 9-5 UDP &J/
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== CHIpSEN

10. CLI CtLH A

10.1. A&
Parani-MSP10002] Root AtEXt= Al2lg 2L L= TelnetSSH A 22E2 Soll Parani-
MSP10002| Linux 2 HME2tel CIHHOIA(CLYM &L & = UASLICH USE AMEX
CLIIA H& Linux @382 S5t Parani-MSP1000 &EHE ZAlotl, 482 BHEGSILD Y&
MNEE HE5tD, MEXN E2 AJHEE AYoIH JAA SAEQ Parani-MSP1000 AROIOf
mees =0 g2 =5 JASLICH
Parani-MSP10002 LS ZciAl HIZ2l0A H10/E& = UASS Jusr20l 2048 KB2| AIEX S2+2
MESELICH AAEX S2H0IM, AFE A= KHAI01 M S shell scriptE &g = ULH, AAEX R
20l HH HHS T2 )HE AdE =& USLICL
Root AtEXt= Alelg 2£0ILE Telnet/SSH |2 22£2 Soil HMERX CLIN H2E = UsU
Ch.
10.2. EdAl 22l +4
Parani-MSP1000 LS ZciAl= OteHel H2F 20| FHELICH AEX=E /usr20l OF2ESZO
A= Mdblockdlfl H7EH B = USLC. MEXNE E£8 /ete, /var € /tenpll U=
oo 82 = JASLLC. RAM O2EN U= 0lde I E2ctes X2 HREE ==
Parani-MSP10000ll OIR&l Z&s =X ZSLIC
=5 S8 DI2E N& 32| (KB)

MtdblockO Bootloader None 384

Mtdblock1 Linux Kernel None 2048

Mtdblock2 24 C|AE 0|0/Xl (16MB) letc, Ivar, ftmp 256

Mtdblock3 Cramfs (21J| M) / 11648

Mtdblock4 JFFS2 (2421/201) Jusr2 2048

A 16348

FO|: CLINIA nmount £= dd ZEHE AMESHH 222 ntdbl ockll EZ23HA DA AIL.
Parani-MSP10000| & &S3tAl 22 =% USLIC
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== CHIpSEN
10.3. CLI ¥ 50t)|

Aelg 2&:
1) PC2 Alglg EZEQ Parani-MSP10002| &£ ZEE HZEHLIC
2) PCE HOIE olgdiold Z208s AdgLICh
3) PC2 Alclg ZEE UsSH 201 £Z&LICk 9600-8-N-1 No flow control
4) <enter>E =ELICH
5) Parani-MSP1000 root H&ESZ ZQIgLIC
Telnet/SSH 2 =:
1) telnet Parani - MSP1000_i p_addr ess or
2) ssh root @ Par ani - MSP1000_i p_address

10.4. At&Xt Script & &83}7]

Shell script /usr2/rc.user & Parani-MSP10000| SEEH XsS02 &N aSHELICHL
MEX= AN O scriptfs A& T2 s A5 <ol rc.user WYS >FE %
USLICE.

#!/bi n/ bash

#

# rc.user : Sanple script file for running user prograns at boot tine

#

#PATH=/ bi n: /usr/bin:/sbin:/usr/sbin
# Add shell command to execute from here

echo ‘ This is the wel cone nessage defined by users'exit 0
10.5. File &&

ME=s MY HES R fip
lusr2 CIEECE AIEE = U
root @92.168.0. 117: ~# cd /usr2

root @92.168.0. 117: /usr2# ftp 192.168.2.3

Connected to 192.168. 2. 3.

220 |xtoo. senal ab. co. kr FTP server (Version wu-2.6.1-16) ready.
Nane (192.168.2.3:root): sena

331 Password required for sena.

Passwor d:

230 User sena | ogged in.

Renpte systemtype is UN X

Using binary node to transfer files.

ftp> get test.tgz

local: test.tgz renmote: test.tgz

200 PORT command successful .

150 Opening BI NARY node data connection for test.tgz (350 bytes).
226 Tr ansfer conplete.

350 bytes received in 0.04 secs (9.6 kB/s)

ftp> bye

ScH0IHUE Z2HE MEY == UL, HIOIH HIMRI o2
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E5t MEX=E scp SU0IHE Z2IHE 0IE0t0 Y St AEHZ MG DA S SA
USLICH. ALE XSl PCOIIA Parani-MSP1000(192.168.0.120)01 U= & MIEES SAtot
0= USH 22 BEE AEX PCOUAM AHAIA = ELUILCH

[root @ ocal host wor k]# scp root@92. 168.0.120:/usr2/rc.user /work

The authenticity of host '192.168.0.120 (192. 168. 0.120)' can't be established.
RSA key fingerprint is cl:70:ab: 52: 48: ab: e5: dc: 47: 9¢c: 94: ed: 99: 6f: 94: 4f .

Are you sure you want to continue connecting (yes/no)? yes

Warni ng: Permanent|y added ' 192. 168. 0. 120" (RSA) to the list of known hosts.

root @92.168. 0. 120' s passwor d:
rc.user 100%|*****************************| 173 00 OO

[root @ ocal host wor k] #
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11. 0I5

11.1. FCC

11.1.1. FCC Compliance Statement
This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:
(1) This device may not cause harmful interference, and
(2) This device must accept any interference received,
Including interference that may cause undesired operation
11.1.2. RF Exposure Statement
The equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled

environment. This device and its antenna must not be co-located or operation in conjunction with any
other antenna or transmitter.

11.1.3. Do not

Any changes or modifications to the equipment not expressly approved by the party responsible for
compliance could void user’s authority to operate the equipment.

11.2. CE

11.2.1. EC-R&TTE Directive

Directive 1999/5/EC.

11.3. MIC

11.4. Telec
Construction Design Certification No. 006 NY C0070
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12. RF 3%

12.1. Radio Frequency Range
2.402~2.480GHz

12.2. Frequency Channel %
79 channels

12.3. Transmission Method
FHSS(Frequency Hopping Spread Spectrum)
12.4. Modulation Method
GFSK(Gaussian-filtered Frequency Shift Keying)
12.5. 24 Power &

+18dBm

12.6. Receiving Sensitivity

-88dBm

12.7. Power Supply

DC5V
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22 A.Connections

Al Z& U HHE

-

Parani-MSP1000 DB9 FH4E Sl & HIZ2 HEAL0 22501 UASLICL 2 EOl

230 OE 1% JIs0l ASLICL

12 345

OO O0OO0OOo
Oooo
6 7 89

&8 A-1DB-9 F/YE2 & Xl

HAL 2F 2 Al2/g ZE DBY FHEH & XE
Pin RS232
(console and
serial ports)
1 DCD
2 Rx
3 TX
4 DTR
5 GND
6 DSR
7 RTS
8 CTS
9 -
A2 OlHY Z2HE
HelloDevice Remote Host
Fx+H3) 4 p R3]
(6] 4 p Fr-(E)
THH1) o p Ti+(1)
T(2) 4 p Li-(2)

8 A2 IZA2H 0/ FI0IEE2 AES 0L &

]
e
My
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HelloDevice Hub

I8 A-3 AEJ0IE OIS FolgE 0/&8t 0/L AZ
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F£E B. & 2 ZE HS
IE Hise= O3S 22 30t 89l - & A& ZE(Well Known Port), SE& ZE(registered
port), SZ=(Dynamic) F= A& EE(private por)E L= = USLICH ZE LHA ZEE
0~1023B1t Xl OI04, 001 SE&E ZEE= 10242H 4915DUHXe ZEYLICH &8 & A4
ZE= 491522 H 655350HK12] ZEQLIC
& 28 EZEE= IANADL XIZ8 U222 M, HHREL AAHME AAE Z2AAL SE4
SIOtEl AFEXDF Al Z2 00l 2SHAME 22 = UASsLIT. 2F[ BX =22 HE
ELLLE & 223 ZE B3 F9 d=2E ZOHSLUCL XAl LHEZ2 IANA EAMOIEE
2 2SHAIDI BHELICH
http://www.iana.org/assignments/port-numbers
HB-1 & 248 ZE B35
Port number Protocol TCP/UDP

21 FTP (File Transfer Protocol) TCP

22 SSH (Secure Shell) TCP

23 Telnet TCP

25 SMTP (Simple Mail Transfer Protocol) TCP

37 Time TCP, UDP

39 RLP (Resource Location Protocol) UDP

49 TACACS, TACACS+ UDP

53 DNS UDP

67 BOOTP server UDP

68 BOOTP client UDP

69 TFTP UDP

70 Gopher TCP

79 Finger TCP

80 HTTP TCP

110 POP3 TCP

119 NNTP (Network News Transfer Protocol) TCP

161/162 SNMP UDP
443 HTTPS TCP
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£5 C. Python

Parani-MSP10002 Python 1t 2M2 ALEX OIZ22l 222 M36tH AL XIE |sts 2E 20t

s FEeg = AUASLICL

C.1. Python &3

Python 2 U8 FIHAl 2oz adg & ASLICH

C.1.1 UiatAl oI Z2IH

ADHES G| RN |KRME A& ASE IJtX1D AO0I0F ELICL

C.2. 2lolEeal /1 28 FIt

SX= Python 2t0lE2ielet 2EE “Jusr2” 0l F2ESIH FIOIE = AL, I L2EE= scp

SFFA FTPE MEE = UAsSUILH




T ChipsEn

Al ZIcke] FEAL...

ot 24 s MsP1o00-0
aray.so [1/1]

el S0:

[ amray. so Z0h..
A

A& Jrsth A

E= =T al [C=EE ]

] [@m™sPiooo-1 E¥Blustooth i

] @ mspiong-0 E¥Bluetooth

[ MsP1000-0 E¥Bluetooth

] [ oo:0n:95:07:F0:78 E¥Bluetoath 3

[ B = T - o

] |

C.3 REAl AtEX Python A3EE A6

Shell script /usr2/rc.user = Parani-MSP10000| =2E &3 XsS2=2 IEEH0O AHELICH

AMEXHE rcuser IS =HEF2ZAM Python AJEHE

C31 0K : EFFA FXE Mol I ME

e ASZE MY =& (btsender.py)
#!'/ bi n/ pyt hon

inmport bluetooth
inport |ightblue
inmport sel ect
fromtine inport *
inmport threading

scan_i nterval = 90
send_i nterval = 300
file_path = "/usr2/advertising.jpg"

# Avai | abl e cl ass
# M scel | aneous, Conput er, Phone, LAN Network Access point, Audio/Video,

Peripheral , |naging
# Usage : available class = ["class nane", ...]
# exanple : available_class = [" Conputer"]
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M

® Jjusr2 Of ¥2&

® /usr2/rc.user =&

°
=
I
om
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£ = D. Control Commands

File Edit Setup Control Window Held

USER <uzername>
IPASS <pazsword>
ISTAT

e lcome to Parani-MSP1000 ~
{USER admin

1+0K Password required

|Pass adnin

0K Uzer Authenticated

HELP

_J& D-1 Control Command

D.1. M ZEQS HAN

<OPT>: B4 24, [0PT]: & g4

MEY | USER <username>
d 9 | AIEX 0182 LEELICH
0l USER admin
+OK Password required
At2e | PASS <password>
o o | HIZLHSE LHESLICH
o PASS 1234
+OK User authenticated
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AtEHY | STAT

Parani-MSP10002] =R §F A & A9 AEH

i

20

]
.
[wl

idx|bdaddr|tx-byte|rx-byte|tx-error|rx-error

STAT
ol 000:01:95:00:00:D2|131570|235803|0]0
+OK

ALE® | SCAN [IAC]

X
02

Parani-MSP10002| =H0A dME STEFEL X2 S55 20HSUILL
o E A 8]

-/ =
IACE XI&otH 22 IACE It EF5A FX2tS M50 20iSLICH

SCAN
00:01:95:07:08:51|PSD200v1.1.0-070851
ol 00:02:72:CE:A4:2A|ubuntu-0
00:01:95:08:24:CF|[MSP1000-1

+OK

Argg | LIST

8T Parani-MSP10000l H&& SREA &X S E0SLICL
Link_quality= 25 Z£20{, rssi = 00| =&ALICt. Link_qualityJt 200 0lgt2
XM Sal 520 Mot = U

idx|dev_id|bdaddr|name]|link_quality|rssi

10
il
I

o

%
02

i
-
a

LIST
Oll 0]0]00:01:95:07:3C:E7|PSD100v1.1.1-073CE7|255|22
+0OK

A9 | DISC <idx>

Sl E&E =54 ¥XS2 dZ= FHME SZFELUL. <ide=s LIST SE2

MU SH=0l olalA groll

%
02

LIST
0]0]00:01:95:07:3C:E7|PSD100v1.1.1-073CE7|255|22
+0OK

Ol DISC O

+0OK

LIST

+0OK
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AEY

LOG [line]

A
=

=
(wZ]
o

ANAE 202 20SLICH etels X

0
Qﬂ
2
M
ry

o 215 line® 013 204

=
=

LICt.

LOG1
Apr 11 01:42:13 MSP 1000 local0.info web[507]: Authentication for 'root' passed.
+OK

VER

Parani-MSP10002] AZEIH HES 20 SLICH

VER
+0OK v1.2.0

0r0

HELP

A
=

02 |I%

AEg = e 80

]

25 20sULL

il

HELP

USER <username>
PASS <password>
STAT

SCAN [iac]

LIST

DISC <idx>

LOG [line]

VER

REBOOT

QUIT

HELP

+OK

REBOOT

Parani-MSP10002 =& &LICt. (root2t JtS)

REBOOT
+0OK Reboot

QuUIT

HOZE AISS 0OiX

0 SHE SFELICL

QuUIT
+OK

Disconnected
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