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1. 7R

2 EAMe &M Beacon

Application” (0|3} “@4"2t

A ®MZek (olst “MZF

_._
O
[

MIDASCON

"2t $tCH)Z} “Smartphone

Chys 2to] SN2 9I8 7S Holgct,

1.1. Basic Rule
o Wt BT, &= 7F HIO|H &/4412 Bluetooth BLE (Bluetooth Low Energy) 7|&= 7|
Hto = oo
2. Device identification
ITEM VALUE ROLE
Device Name(Default) “MIDASCON” Peripheral
3. RYY StEQ0] W 53 P&
*  Basic Model : Beacon Advertising 7| % RTC, Accelerometer A 7|5 &HE&.
e Option Model : Basic Model2| 7|52 Z&dt1, 2,5 MM 7|5 HE.
o 2t MM OIOJE= Of 152 Otk O|O|E7F HAEOf MO ZXI0M HX|E MM 2}
2 golg &= ot
4. X x7|%k
HEg A8 £7|3t HY7Hs 0l
Advertising Period 1280ms 0]
Sensor data update Period | 15sec X
Device Name MIDASCON X
iBeacon Mode UUID 00001a18-0000-0000-0000-1078ce9%e8b00 @)
Major Position 0 @)
Minor Position 0 0]
Tx Power level Level5 (-2dBm) O
Low Battery Alarm OFF 0]
Accelerometer Alarm OFF O
MEH Al 278 OFF o)
Password 000000 O
o OFfo] HHE 0|80l ZE HIOIHE 3% =7|2t & = Ut
1) HBiE2|] HA
2) HEZ +E HEHZ iz 324
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MIDASCON

3) 429l HIZZO0| SEMA| HE +E B FAI(Sf 2x)

4) %73} 2=

5. Advertising packet format

5.1. Normal Mode advertising packet format

Byte offset Value Description
0 0x02 GAP Reserved
1 0x01 GAP Reserved
2 0x06 GAP reserved
3 0x03 UUID Data Length
4 0x03 Advertise Type : Service UUID 16it List
5~6 0x1A18 | UUID, Little Endian, Ox1A18 ex) Env Sensor Service (0x181A)
7 0x17 Manufacturer Data Length
8 OxFF Advertise Type : Manufacturer data
9~10 - Temperature , signed hexa-decimal, Little Endian ex)2820 =>
0x2028 = 8232 = 82.32°C
11~12 - Humidity, unsigned hexa-decimal Little Endian ex)C226 => 0x26C2 =
9922 = 99.22%
13 - Txpower, signed hexa-decimal, ex)fe = -2dBm
14 - Battery level, unsigned hexa-decimal, ex)0x64 = 100%
15 - Emergency flag. Ex)Emergency 0xFF, normal 0x00
16~18 - Hanvit SI OUI,0x1078CE
19~21 - MIDASCON Unique ID : 3{ld ZX| MAC lap AtE3t=E =7
22~23 - Accelerometer xZ= data , , signed hexa-decimal, Big Endian
24~25 - Accelerometer yZ data , . signed hexa-decimal, Big Endian
26~27 - Accelerometer zZ data , . signed hexa-decimal, Big Endian
28 ~ 30 - 3Byte, TBD

5.2. iBeacon Mode advertising packet format

Byte offset Value Description
0 0x02 GAP Reserved
1 0x01 GAP Reserved
2 0x06 GAP reserved
HEE
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MIDASCON

3 0x1B User Data length
4 OxFF Advertise Type : Manufacturer
5~6 - Company code. Little Endian
7 - BLE type
8 - iBeacon length
9~24 - 128bit UUID , Big Endian
25~26 - Major Position , Big Endian, default 0
27-28 - Minor Position, Big Endian , default 0
29 - RSSI value at 1m from test iPhone6. MIDASCON & X|2| TX power
of et chEA 44 E
TX powerindex | O 1 2 3 4 5 6 7
RSSI -78 |-74 | -68 | -63 | -60 |-57 |-54 |-52
30 - Battery level
O 5.2.1 Advertising Active scan response

- HOHE XA Scanning Al Active scan Off 2[s “MIDASCON’O|2t= &X| O|&

mjo

Salg 4 g,

6. Supported Service

- Environment Sensor Service : UUID — 0x181A

- Battery Service — 0x180F

- Custom Device Setting Service : UUID — 0x0000FF000000100080001078ce9e8b00

- Custom Security Login Service : UUID — 0x0000FF100000100080001078ce9e8b00

- Custom Accelerometer service : UUID — 0x0000FF200000100080001078ce9e8b00

- Over The Air service : UUID - 0x00001016d10211e19b2300025b00a5a5 =& &7.(OTA H)
AE& UUID)

EEEEhipEEH
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MIDASCON

7. Attributes Definition for each Service

7.1. Environment Sensor Service (0x181A)

- Environment Sensor Servicee 2k AAMet 5= MMl ¢fE &0 XA ©&ESt=
MH|A0|M Standard SIG ServiceE 0|&3t0 Customizing =|X| 24
£ Qs A8 Zhse. £E HOoIHe 2T 2X2(7HK| 9] A Y
Ex) && :0xC226 => 0x26C2 = 9922 = 99.22%,
=2 :2820 => 0x2028 = 8232 = 82.32°C

2 Standard service

Type
Attribute Definition Property UuID Type . Description
size
Primary Service 0x181A
Characteristic | Temperature Read & Notify | Ox2A6E Int16 1 Little Endian
Characteristic | Humidity Read 0x2A6F Uint16 1 Little Endian

7.2. Battery Service(0x180F)

- Battery Servicee= M&2| HiHZ| ¥ MO XA &St MH|AO0|H Standard

SIG ServiceE O|&35}0] Customizing &|X| %2 Standard serviceE ol AL 7tsE.

Type
Attribute Definition Property UuID Type . Description
size
Primary Service 0x180F
Characteristic | Battery Read & Notify | 0x2A19 Uint8 1 Battery level

7.3. OTA service

- Main chipset MZEALO|Al X|¥St= OTAtool® Sl YHOIE 7tsdI=E 74 &.
- PC ZRO¥S Sl UHOIE F& =2ls ?[df UUIDE 7|2 7HEE UUID AHET,

=% NZA UUIDE BE o

Type
Attribute Definition Property UuID Type . Description
size
Primary Service 0x00001016d10211e19b2300025b00a5a5
==CRIPSEM
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MIDASCON

Characteristic | Current | Read & 0x00001013d10211e19b2300025b00a5a5 | Uint8 1 App id
App Write

Characteristic | CS Write 0x00001018d10211e19b2300025b00a5a5 | Uint16 2 CS register
Block

Characteristic | Data Read 0x00001014d10211e19b2300025b00a5a5 | Uint8 20 Update data
Transfer | Notify Uint8 2

Characteristic | OTA Read 0x00001011d10211e19b2300025b00a5a5 | Uint8 1 OTA version
Version

7.4. Custom Device Setting Service

Custom Device Setting Service= M|Z1t

HEOH| RISl AFEElE ME|A.

—

el A 2o MEe d8uUs

Attribute Definition Property uuID Type 2:: Description
Primary Service 0x0000FF000000100080001078ce9e8b00
Characteristic | ALARM_SET | Write,Read | 0x0O000FF010000100080001078ce9e8b00 | Uint8 | 20
Characteristic | ADV_SET Write,Read | 0x0000FF020000100080001078ce9e8b00 | Uint8 | 20
Characteristic | iBEACON_UUID | Write,Read | 0xO000FF030000100080001078ce9e8b00 | Uint8 | 16

| 5.4.1. ALARM_SET #Z

Item Type Length Comment
Reserved Uint8 9 Byte[11]:Byte[19]
Other Intermission Stop Uint8 2 Byte[10]:Byte[9] , Big Endian
time Set 24AZEHE2 A2 B HE
Other Intermission Start Uint8 2 Byte[8]:Byte[7], Big Endian
time Set
Normal Intermission Stop | Uint8 2 Byte[6]:Byte[5] , Big Endian
time Set 24AZEHE2 A2 Bt HE
Normal Intermission Start | Uint8 2 Byte[4]:Byte[4], Big Endian
time Set
Normal Intermission Data | Uint8 1 Bit field setting

bit |0 |1 |2 |3 |4 |5 |6
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MIDASCON

day

Ja
o[l

1

Accelerometer Alarm Set

Uint8

1

Byte[1]

Battery Alarm Set

Uint8

Byte[0]

- Battery: sl

o
buzzer 20| 2.

- Accelerometer : 3}

WOl 12

Ct

o
o

1
8% g 3

=

@wol 1=z 8238 &

HAG M buzzer 50| 2&. threshold &7

- Normal Intermission Start time Set : Normal Intermission 2 0f 8{&st=

2 ME29 HIHZ|Zt 20% O/t X 20|

SE7H 28

Intermission advertising A|%F A|Zt. Default Advertising Interal 1280mS

- Normal Intermission End time Set : Normal Intermission 2 0 8 &dl=

Intermission advertising & A|Zt. Default Advertising Interal 1280mS

- Other Intermission Start time Set : Normal Intermission 2 20i| S} &sS}HX|

Intermission advertising A|%f A[Zt. Advertising Interval 5secE A7 &

- Other Intermission End time Set : Normal Intermission 2 20f | E3IX| U=

Intermission advertising & A|Zt. Advertising Interval 5sec2 A&,

- Reserved : TBD

=0

Ol A|> ALARM_SET dataE Of2fe} Z0| &7d5t0] 0| Silg 4<% HO|H
Battery alarm on, Accelerometer alarm off,

=T =
—éj~|:l

Normal Intermission data :
Normal Intermission Start time : 23A|30&
Normal Intermission End time : 06A[30&
Other Intermission Start time : 01A| 00&

Other Intermission End time : 23A| 59&

o
2 F9

o|Mo =

Byte offset 0 1 213|456 |7 8]9/|10
Data (16%l%=) | 01 | 00 | 3E |23 {30 |06 |30 |01 | 00 | 23 |59
| 5.4.2. ADV_SET +=

- & 20byteZ T &0, Customized == iBeacon advertising ZEZ FZF A0 A}

—_ —
5= s

| et S22 FdE.

Item Type Length Comment
Beacon Mode Uint8 1 Byte[19]
Company code Uint8 2 Byte[18]:Byte[17]
Minor position Uint8 2 Byte[16], Byte[15] / Big Endian
Major position Uint8 2 Byte[14], Byte[13] / Big Endian
HEE
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MIDASCON

Tx Power Uint8 1 Byte[12]
Advert Period Uint8 2 Byte[11], Byte[10] / Big Endian
Device Name Uint8 10 Byte[9]:Byte[0], Big Endian

- Beacon Mode : 3iT 7t0| 02 4% customized Beacon Tt &%, 1Y &%

iBeaconO| St

ESPS|

O

ompany code

- Company Code : iBeacon ZEY A2 = 23
- Major/Minor position : Position0| sii&st= gt A7
- TxPower: HZE2| TX Power 2|22 & 8tHAZ =7 7ts55H, S El= indexE
write 8
Index 0 1 2 3 |4 516 |7
Power(dBm) | -18 | -14 |-10 |6 |-2 |2 |6 |8

- Advert Period : index%| [[FE advertising period &7,

M =8 7ts.

HQl= 20ms ~10240ms L 0]

- Device Name : customized Beacon = =0{|A| Device name display

O A|> ADV_SET dataS Ofz{fet Z0| H7d5t0f 0|

E-UNEk= o
sz 72

G| Of&f =CH

Device Name : HV_Beacon, Advert Period (20ms ~10240ms) : 1280ms,
Tx Power : -2dBm, Major Position : 1234, Minor Position : 5678

Company Code : 14785,

Beacon Mode : Customized Beacon 1} iBeacon

Byte offset 0 1 2|13 |4 |5 |6 |7 8 | 9
Data (16%!3) | 48 | 56 | 5F | 42 | 65 | 61 | 63 | 6F | 6E | 00
Byte offset | 10 | 11 |12 |13 | 14 |15| 16 | 17 | 18 | 19
Data (16%!%) | 05 | 00 |04 |04 | D2 |16 | 2E | 39 | A6 | O1

| 5.4.3. iBeacon UUID
- & 16byte2 T/, custom data advertising ZEZ S A0 AFEE|E SO
CHot 22 F+-4E.
HE 2 MYSIK| U2 AR 7|2 16bit UUIDO| MZE serialNo S X80 A%
=
Item Type Length Comment
iBeacon UUID Uint8 16 Big Endian
0| A|> iBeacon SZfA| AF2E UUIDE 0x181A000000000000000074f07d1234562 A7
ot 42 =
Byte offset 0 1 2 3 |4 |56 |7 8 |9
-
===CHIPSEN
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MIDASCON

Data (16%14) | 18 | 1A | 00 | 00 | 00 | 00 [ 00 | 00 | 00 |00
Byte # 10| 11 |12 13|14 |15
Data (16%14%) | 74 | FO | 7D | 12 | 34 | 56

7.5. Custom Security Login Service

Custom Security Login Servicee MZ1} ¢ Ztof %= A& A

oh2 THE ARERIZE ME DL YTl ProcessE +¥stl, O|E THEE 42 MESQ M
= HEY + Us dstS RO RIS AHE &= MH|AO0|CH
oFof ol HHTl ProcessE THESHK| R B2 O Ol AZEBZ |FXISH| R=E ot
C}.
Attribute Definition Property uuiD Type -Z:: Description
Primary Service 0x0000FF100000100080001078ce9e8b00
Characteristic | PASSWORD | Write 0x0000FF110000100080001078ce9e8b00 | Uint8 | 6 Big Endian
Characteristic | PASSWORD | Write 0x0000FF120000100080001078ce9e8b00 | Uint8 | 12 Big Endian
CHANGE
Characteristic | PASSWORD | Notify 0x0000FF130000100080001078ce9e8b00 | Uint8 1
RESPONSE
Characteristic | DEV CODE | Read 0x0000FF140000100080001078ce9e8b00 | Uint8 | 9 Big Endian
Characteristic | TIME Write 0x0000FF150000100080001078ce9e8b00 | Uint8 | 8 Big Endian
a0 5.5.1. PASSWORD

- ZX7| Passworde “000000'2 2 MHFE. O|F HAZS PASSWORD CHANGE
characteristice 0| &350 FoflFl ez 473

OfAl> 7] IHAL{EQI 0000002 EY &<
Byte offset 0 1 2 3|4 |5
Data (16%!4) | 30 | 30 | 30 | 30 | 30 | 30

O 5.5.2. PASSWORD CHANGE
- O] Password?t HZAE PasswordE & Mot A

HEE OO|E2| BYTEO ~BYTES= O|F I{ARIE, BYTE6G~BTYE12 HAE IfARIE

Z A48 AQEE 0~99 digitit A~Z, a~z2| LIiHIS XS, HARXE £

ot

OlAl> £7| THALECQ! “000000"S “123Ace’Z HiE ZE2
Byte offset 0 1 2 3 /4|56 |7|8|]9 10| N1

HEER
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MIDASCON

Data (16%!5) | 30 | 30 | 30 | 30 [ 30 |30 | 31|32 |33 |41|63|65

| 5.5.3. PASSWORD RESPONSE

g 39

= 1O orCth -6-|_—| :]_E{Xl OI-O 7:‘0 (= gl:l--é-l_l:l_

= o©

Notification 40|22 HAZA| PASSWORD Y &HZ Notification FlagE A7d S0 OF$tCt,

0 5.5.4. DEV CODE
- ME9o 19 MAC ¥ HO HE 52 HZ
O|Al> Al2|Y RS : 74F07D001328, EHYO{HE :0.70.01 & AL

-

Byte offset 0 1 2 3 |4 |56 |7 8
Data (16%ls) | 74 | FO | 7D | 00 | 13 | 28 | 00 | 70 | O1

O 5.5.5. TIME
Aol HXE FX|Q A2t HEE MFY
OfAl>2015F 82 3Y ERY RLI5A| 358 15
= 0x2015080301173515

Byte offset 0 1 2 3 |4 |56 |7

Data (16%14) | 20 | 15 [ 08 | 03 | 01 [ 17 | 35 | 15

7.6. Custom Accelerometer Service

- Accelerometer sensor®| gf= 40| £7 threshold O|&2Z /0] HAE Z2 Beep &
22 &L

Advertising mode ¥ 4d%0|= 15X OCt 22 911, Connected & EfOA= Accerometer
A E=3
HA =

service 2| Notification= Sl Of 12 OFCt update SI=E L0 ULCE

Type

Attribute Definition Property uuID Type . Description
size

Primary Service 0x0000FF200000100080001078ce9e8b00

Characteristic | ACC Read & | 0x0000FF210000100080001078ce9e8b00 | Int16 3 Big Endian
VALUE | Notify

] 5.6.1. ACC VALUE
- BigEndian2&Z X H, X L, Y H, Y L Z H,Z Lo HElZ 6byte HIO|E{7} FLHE=.

EEEEhipEEH
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Signed value 0|22 Z} =Y X4 bit7} 1Y ES 29| B HE{E F 5o B

prstet

sigts o

Ol A|> Accelerometer base value

X =0xFD80 = -1152, Y=0xFC40=-960, Z=0x3FC0=16320
Byte offset 0 1 2 314 |5
Data (16%l) | FD | 80 | FC | 40 | 3F | CO
90 HZA|(CCWR)

X =0x0040 = 64, Y=0xBE00=-16896, Z=0xFCC0=-832
Byte offset 0 1 2 3| 4 5
Data (16%l5) | 00 | 40 |BE | 00 | FC | CO
+90&E HZAA|(CWR)

X =0x0100 = 256, Y=0x4040=16448, Z=0x0400=1024
Byte offset 0 1 2 3145
Data (16%!3=) | 01 | 00 | 40 | 40 | 04 | 00

EEEEhipEEH
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8. Scenario chart

8.1. Normal Advertising

Byte offset Value Description

0 0x02 GAP Reserved

1 0x01 GAP Reserved

2 0x06 GAP reserved

3 0x03 UUID Data Length

4 0x03 Advertise Type : Service UUID 16it List

5~6 0x1A18 UUID, Little Endian, 0x1A18 ex) Env Sensor Service
(0x181A)

7 0x17 Manufacturer Data Length

8 OxFF Advertise Type : Manufacturer data

9~10 - Temperature , signed hexa-decimal, Little Endian
ex)2820 => 0x2028 = 8232 - 82.32°C

11~12 - Humidity, unsigned hexa-decimal Little Endian ex)C226
=>0x26C2 = 9922 < 99.22%

13 - Txpower, signed hexa-decimal, ex)fe = -2dBm

14 - Battery level, unsigned hexa-decimal, ex)0x64 = 100%

15 - Emergency flag. Ex)Emergency OxFF, normal 0x00

16~18 - Hanvit SI OUI,0x1078CE

19~21 - MIDASCON Unique ID : 8ig FX| MAC lap AFESHE
2 43

22~23 - Accelerometer x= data , , signed hexa-decimal, Big
Endian

24~25 Accelerometer yZ data , , signed hexa-decimal, Big
Endian

26~27 Accelerometer z= data , signed hexa-decimal, Big
Endian

28 ~30 - 3Byte, TBD

==CRIPSEM
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Normal Advertising
BT APP

Advertising Al %} Scan A&

‘ K| Advertising
i ») Data =%

Advertising timeout
R RERNEEEES

Advertising X A|Zf

s

EX| Advertising
Data HIO|E
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8.2. iBeacon Advertising

Byte Value Description
offset
0 0x02 | GAP Reserved
1 0x01 | GAP Reserved
2 0x06 | GAP reserved
3 0x1B | User Data length
4 OxFF | Advertise Type :
Manufacturer
5~6 - Company code. Little
Endian
7 - BLE type
8 - iBeacon length
9~24 - 128bit UUID , Big Endian
25~26 - Major Position , Big Endian
ex)0x0c22 => 1234
27-28 - Minor Position, Big Endian
ex)0x384e => 5678
29 - Tx Power ex)0xfe -> -2
30 - Battery level
==CRIPSEM
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iBeacon Advertising

APP
' I
Aef Xt
Advertising Al & Scan A|EH
24 AH
< (= |
ZX| Advertising
Data =%
Active scan response request
|
Scan response
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MIDASCON

8.3. Emergency Advertising

Emergency Advertising

BT APP
| I
Normal
Advertising Scan Al%
<j #

K| Advertising
Data =%

Button Press Beep Sound play

Emergency Advertising A%}
- Emergency Field OxFFAE S
- Tx Power Max powerZ #H4
- Advertising period 60msZ #Z
- Of 32 OtCt Beep sound EH=

< )

ZX| Advertising
Data =%

o
1=

Button Release

Normal Advertising
AR

==CRIPSEM
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MIDASCON

8.4. Normal Connection

Normal connection
BT APP
l |

Advertising Scan A&

< AE Al I M| HM

Limited connected A'Ef

- Security Login Service2|0| = Data w2t 9t&E.
I PASSWORD RESPONSE
Notification Flag SET

0x303030303030

< PASSWORD write

N —

PASSWORD matched

PASSWORD RESPONSE
0x01

DEVICE CODE read
** Optionally operation

< TIME write

= 201 E|X| %2 FX|e| Azt HEO| CHei FA|SH|
218l TIME write2| Z¢ 230 27 52 HAE.
General connected &El
] ]

==CRIPSEM
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8.5. Abnormal Connection

Abnormal connection

B':' Code mismatch BT Timeout APP
! |
Advertising Advertising Scan A|&
< R < M
< A Az S AMH| 2 ZHAM < A Az B AMH| 2~ HAM
Limited connected 4EH Limited connected &EH
- Security Login Service2|0fl+ Data 12+ Qt&E. - Security Login Service2|0ll= Data 12t QtE.
PASSWORD RESPONSE 1
Notification Flag SET PASSWORD RESPONSE
Notification Flag SET
PASSWORD write iR
0x303030303032 V?
| 8
PASSWORD mis-
matched
PASSWORD RESPONSE  }\ Yy y__
0x00 No more login process
; Qn
Disconnect 2% Disconnect RS
Di
Disconnected ‘ I isconnected
I
v Advertising
==CRIPSEM
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8.6. Write procedure on Connected state(example)

Write procedure

eg)ALARM_SET

APP

General connected AEH

ALARM_SET write

0x0100011700210005000700

HE o gt
Battery Alarm : ON
Accelerometer Alarm : OFF
Normal Intermission time

: Monday. 17:00 ~ 21:00
Other Intermission time

: 05:00 ~ 07:00

0x

Data A4

Disconnect 28

Disconnected

BT
Battery Alarm : OFF
Accelerometer Alarm : ON
Normal Intermission time
: Monday. 09:00 ~ 13:00
Other Intermission time
:17:00 ~ 1900
Data X%
D Lew Advertising

Battery >I

Accelerometer value
changed over threshold

............................... »
No action
Time reach to 17:00 on
Monday
............................... >

Advertising OFF

Time reach to 21:00 on
Monday

Advertising

==CRIPSEM

www.chipsen.com

Scan A|Z}

K| advertising data
A K|

Ty

EHK| advertising data

2387

ZX| advertising data
A X|
Td
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8.7. Read/Notify procedure on Connected state(example)

Accelerometer Value
X = OxFD80 = -1152
Y = O0xFC40 = -960

Z = 0x3FCO = 16320

Read/Notify Procedure

BT eg) Accelerometer

APP

MIDASCON

General connected AEl

ACC VALUE Read

< OxFD80FC403FCO

ACC VALUE

< Notification Flag SET

Notification Flag Set

Accelerometer Value Changed
X = 0x0040 = 64

Y = OxBEOO = -16896

Z = OxFCCO = -832

Accelerometer Value Changed
X = 0x0100 = 256

Y = 0x4040 = 16448

Z = 0x0400 = 1024

Accelerometer Value Changed
X = 0x0010 = 16

Y = 0x0100 = 256

Z = O0x3E00 = 15872

==CRIPSEM

www.chipsen.com

ACC VALUE Notify

----- > 0x0040BEOOFCCO
ACC VALUE Notify
----- > 0x010040400400
ACC VALUE
< Notification Flag reset
----- >
No action

ACC VALUE Read
0x001001003E00
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